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Current Tools & Techniques



URLScan.io
Crawling 
Threat detection
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URLScan takes screenshots and provides information on websites.  
There is a YARA search that can be setup for certain kinds of website behavior

It doesn’t always succeed at the screenshots 
And it doesn’t do extensive analysis on the screenshots
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URLScan has a phishing feed that’s useful. In our line of work, we all likely ingest feeds 
from various locations as a quick way to use the intelligence and work of others to 
improve our security. These feeds can also be used to gather data about the current 
threat landscape.



Threat hunting 
User reporting 

Various Products

Detection Methods
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Current Tools & Techniques
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Threat Hunting
Compromised Infrastructure
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C2

Phishing



Threat Hunting cont…

DNS
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URL Analysis



User Reporting
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User reporting is another source of malicious activity detection

Products
And there are multiple products you can pay for to increase detection

Current Tools & Techniques



The work I’m demonstrating are part of a layered approach.


There’s always room for more layers to improve security



What do we have to do?

Crawl Websites 
Take Screenshots 
Build Datasets 
Find Similar in…

Images 
HTML 
Text 
Infrastructure



Crawler Architecture 
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Web Crawling
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Demo of three websites being crawled, after which, I am left with the screenshots  
and a results.html file



Screenshots
URLs

Status
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This is the start of collecting crawling data, but it will increase/improve through the 
presentation



What it looks like when sending a large list of URLs



Issues/Obstacles 
when Crawling
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Crawl errors
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Failed to generate thumbnail errors…

Was able to crawl, but no screenshot generated…



Fixed with more info
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The crawlers run headless selenium and can be modified easily 



Stopped at Error
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Other page crawling errors. A human would click, but the crawler stops



Use Selenium
Read Text

Click through

PROFIT!
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Tell Selenium to click as if it were a human…



And then realize the privacy error  
was because of your own protection 



Bypass Security
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You can’t run the crawlers on a network where you are running your threat mitigations



Build a System and use custom DNS
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In my case, I built a VM with custom networking and DNS to bypass my security



Use Selenium
Read Text

Click through

PROFIT!
…possibly for real this time
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Now it’s working…I can visit bad locations
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Some of the code showing that you can look for any text  
and tell selenium to click the link.
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You end up going from the left side results to the right side results when crawling



Stopped at Captcha
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Another issue is dealing with captchas
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There are multiple products that make captcha problems easier 
to solve. I didn’t use them in this presentation (they cost money)
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Demonstrating how crawling is slow 
You have to go to each page to get  
the screenshot and other data
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To speed things up, I run about 20 docker-based crawlers at once, on one VM
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It doesn’t use much of the VMs resources



Even More Crawlers!
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But it’s not enough. I want 

In the right places

1 VM with 20 crawlers is not enough. I want them all over, but where?



Crawler Distribution
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Where is the best place to put my crawlers?



As an example, I took the phishtank dataset: 
I collected ‘all online and verified’ phishes, got the domain out of the URL, 
and looked up the A record of the domain.

Then, I get the latitude and longitude of the IP.
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And I map those locations (this is in the code at the end)

And get statistics on where most of the domains  
hosting phishing URLs are located
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Quick sidebar about staying hidden as a threat hunter
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Generally, you don’t want to touch systems from locations that 
can be attributed to you or your organization.
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There are services that provide access to distributed proxies 
that you can use for crawling

They cost money (I didn’t use them for this presentation)



Your own Proxy

Docker-Compose
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But I did set up my own proxies in various networks



Creating Datasets
Building a Malicious Dataset
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Now that crawling is more or less sorted, 
let’s move onto creating the malicious dataset 
that will be used to compare unknown URLs against.



Data Sources
Some are better than others
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URLhaus
Community Sourced 
Malware Activity
There are lots of datasources. You can use your own corpus of known-bad 
URLs, or you can use free services (or you can pay for feeds).  
This example shows using URLHaus

You can often grab a CSV, json, or other file with URLs



This is a malware feed

Some feeds are better than others for this purpose. 
urlhaus feed is a malware feed - there aren’t really websites to crawl here.



Current Tools/Techniques | Web Crawling | Creating Datasets | Distance & Similarity | Grouping | Testing & Detection | Beyond Images | Research | Alerts | Actions

Other feeds are better, such as urlscan.io and phishintank phishing feeds

URLScan.io

http://urlscan.io


Removing non-relevant
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Once you have your list of URLs and you’ve crawled them to get screenshots, 
you may notice that a lot of screenshots are not worthy of being used as 
malicious screenshot to compare other screenshots to. At this point, you have to go 
through the screenshots, removing anything that doesn’t apply.

In this example of screenshots, some are good for a malicious dataset, but  
you can see that others aren’t so great.



Distance & Similarity
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To quickly remove screenshots that won’t work, I will introduce 
some of the main ideas behind locating similar screenshots. 
The information in this portion of the presentation will be used in 
various ways throughout the many different similarity analysis  
Techniques.
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Levenshtein Distance

The primary algorithm and technique behind all similarity 
detection is Levenshtein. I’ll be demonstrating using it as  
well as various hashing comparison mechanisms that use  
it under the hood of their own processes.
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BATS
CATS

Levenshtein Distance of 1

Levenshtein is used best on short strings of text. 
In this example, how many changes to you need to make 
to turn the word ‘bats’ into the word ‘cats’. It’s just one letter, so 
this would be a Levenshtein distance of 1



Processing file: ./009-288-49.weeblysite.com.txt 
Home | 009-288-49 
Shopping Cart 
You don't have any items in your cart. 
Checkout 
Continue Shopping 
Accepted here 
Sign into access AT&T Mail andCurrently.com 
This form is protected by reCAPTCHA and the Google Privacy Policy and Terms of Service apply. 
Sign in 
Back to Cart 
009-288-49 
Secure checkout by Square

Yahoo Help 
Sign in to Yahoo Mail using your Yahoo account Username, email, or mobile 
yahoo.com gmail.com outlook.com aol.com 
Stay signed in 
Forgot username? 
Create an account 
Yahoo makes it easy to enjoy what matters most in your world. 
Best in class Yahoo Mail, breaking local, national and global news, finance, sports, music, movies and more. You get more out of the web, you get more out of life. 
Enter password to finish sign in 
Password Next 
TermsPrivacy  
x 
Yahoo works best with the latest versions of the browsers. You're using an outdated or unsupported browser and some Yahoo features may not work properly. Please update your 
browser version now. 
More Info

Levenshtein Distance of 717
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If you take a very long string, you will get a much larger Levenshtein distance.

http://andCurrently.com
http://aol.com


http://61.52.95.103:33803/i

http://61.52.12.185:54720/bin.sh

Levenshtein Distance of 14
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If you take a shorter string, like these two URLs, you get a smaller one



PHASH
Using 

To Classify Images 

Current Tools/Techniques | Web Crawling | Creating Datasets | Distance & Similarity | Grouping | Testing & Detection | Beyond Images | Research | Alerts | Actions

Before continuing with Levenshtein, I want to talk about a  
hashing algorithm designed for images called PHASH, then we will 
apply Levenshtein to it.





SHA256:  
84926feadda7dfeb59777ab0e4b4cc60a977b6e1

SHA256:  
3b4cd30a1f1d85b28601641afde04375169854f8

Current Tools/Techniques | Web Crawling | Creating Datasets | Distance & Similarity | Grouping | Testing & Detection | Beyond Images | Research | Alerts | Actions

PHASH is different than SHA256. 
SHA256 makes a longer hash, but a very small 
change in the hash means a drastically different 
file.



SHA256:  
84926feadda7dfeb59777ab0e4b4cc60a977b6e1

SHA256:  
3b4cd30a1f1d85b28601641afde04375169854f8

3b4cd30a1f1d85b28601641afde04375169854f8
84926feadda7dfeb59777ab0e4b4cc60a977b6e1

Levenshtein Distance


36
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PHASH is different than SHA256. 
SHA256 makes a longer hash, but a very small 
change in the hash means a drastically different 
file.



PHASH:  
aa95c1d5d595d485

PHASH:  
aad595c1d595d590
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PHASH is shorter, but a difference in the hashes don’t  
suggest a drastic change in the images.



PHASH:  
aa95c1d5d595d485

PHASH:  
aad595c1d595d590

aad595c1d595d590
aa95c1d5d595d485

Levenshtein Distance


7
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PHASH is shorter, but a difference in the hashes don’t  
suggest a drastic change in the images. Levenshtein distance can 
be applied to these shorter hashes with promising results.



e59832669b9ac699

b3517399334ccccc

Levenshtein: 14
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These two images are obviously  
different, but they have some similarities. 
The PHASH’s are different with a lev distance 
of 14



e59832669b9ac699

b3517399334ccccc

Levenshtein: 14

aa95c1d5d595d485

aad595c1d595d590

Levenshtein: 7

Levenshtein: 14

Levenshtein: 16

Leve
nshtein

: 1
5Levenshtein: 14
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Showing multiple images and the lev 
distances



e59832669b9ac699

b3517399334ccccc

Levenshtein: 14

aa95c1d5d595d485

aad595c1d595d590

Levenshtein: 7

Levenshtein: 14

Levenshtein: 16

Leve
nshtein

: 1
5Levenshtein: 14Setting a Threshold
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The images that look the most alike, but which are 
still different have a lev distance of 7. I can use this  
analysis to start setting a threshold.



Grouping Images
Using the threshold
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Now I can get back to removing non-relevant images in the malicious 
dataset. I’m going to group them using a threshold and delete 
non-relevant images as groups.
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To demonstrate what grouping all the crawled screenshots looks 
like, I’ll be taking a random bunch of screenshots like this:
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And group similar together.
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Here’s the initial process of grouping that I did using Python. 
It just output a text file with the file locations that matched a group 
all together. 
However, all images are in groups, including images that don’t 
look like anything else. You can see that I have 1,507 groups.
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The process is still going to be too tedious 
I can search for each image in the grouped results text 
file, then delete them manually. I need a better/faster way
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I’m going to use D3 to make a visualization that allows me to 
quickly work with groups of images.
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Grouping a small test set 
I added a delete button. 
The version in my code (at the end) 
allows you to press ‘y’ or ’n’ to keep or delete 
the files from disk.



Let’s build the malicious dataset!
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Now I can throw all the images in
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The big circle is the most commonly seen similar 
images grouped together. Then, the other circles are 
groups. I can click into each circle, hover over the individual 

circles, see the images, then delete the entire group 
if it’s not a good screenshot.
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Video showing a quick look at the images that are left.

Eventually, it’s done and I’m left with a bunch of only malicious images!

Dataset is Populated!



Different PHASH
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For the test set, I’m using these two images. One is the ‘malicious’ one, and the other 
is from a URL that is similar. I want to see if, when crawled and compared, it 
identifies them as similar.

Now that the malicious dataset is available, I can start sending other screenshots  
as they’re crawled to be checked against the dataset, finding similar images, which indicate similar phishing campaigns. 
But first, I am going to test with a small set of data.

Testing Detection
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I put one image into the malicious dataset.
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Then, I tested two screenshots. The other one that’s similar and another non-similar 
screenshot.
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Crawl & Detect Test
Now I’m going to actually do a crawl of a few websites, testing against the  
malicious image.
I’ve got the URL for the similar-looking site along with the URL for the screenshot 
that’s already in the malicious dataset, and two other URLs which result in different 
screenshots. 
The video in this slide demonstrated that only the original URL and the similar screenshot URL matched.
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Using a force-directed graph, we can view detections

Visualizing Image Similarity Detection
Now I’m going to demonstrate various methods for visualizing detections 
We typically are always looking at rows and columns (log files, SIEM results, etc).  
I’m interested in exploring other ways to view ‘hits’

And it can be customized to make more sense, like having the malicious reference 
screenshot bordered with a red line or whatever (security is creative)



Beyond Images

• HTML Similarity 
• OCR 
• Using LLMs 
• Text Content Similarity
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Images are good, but there’s more to work with, and there are more technologies 
to experiment with 
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HTML Similarity

Showing the html source saved as a text file along with the screenshots

When crawling, I also get the html source. In the Levenshtein section, I showed  
that applying Levenshtein on the entire source is not going to be very productive, but  
there are options…
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This video shows comparing two html files with ‘simhash’.  
Simhash takes large amounts of text and makes a small hash out of it that is 
similar to PHASH. It also has a hamming function, which basically just uses 
Levenshtein to check the distance between the hashes. It’s effective though at finding 
files that have similar content.
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This is a video showing text output of groups based off the html source code. 
In the video, I search a few images that are listed within each group of html files that are 
similar and display the screenshots, showing that they look alike.
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I need a better way to show the relationships between the html files, so 
I put them on a timeline. The timeline also can be useful to keep track of when 
certain kinds of phishing occurred
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Here, I’m showing the text that has been scraped from the images:

Scraping Text from Images
Optical Character Recognition (OCR)

Another method that can be used is to scrape the text from images and use that 
for similarity searching.
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Comparing the html source and the OCR text, the OCR is a bit rough. But the html has 
more that you have to filter out.



Text Classification with LLMs
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1. Easy mode

Let’s try using LLM’s on text content (the html source to see if we can get something 
better than what we might get from OCR text)
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I’m going to send an entire html file and ask for a score to a locally hosted LLM 
that behaves much like ChatGPT (sending it via python)



The response is akin to a new analyst who is overly excited and under-experienced 
in this work

When I remove the superfluous text commentary to keep just the score and run 
it again, I get a different score. This LLM is too generalized and can’t produce  
consistent results.



Text Classification with LLMs
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Zero-Shot Classification


OmniParser

2. Better modes

I need to try using a more specific LLM 
 
I’m going to demo zero-shot classification and a tool called OmniParser



This LLM uses something called zero-shot classification to see how much a  
blob of text looks like words I’m interested in 



Zero-shot-classification
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This demo, from hugging face shows three keywords (‘travel’, ‘cooking’, ‘dancing’). 
It receives a sentence (‘one day I will see the world’) and then it analyzes the text, 
resulting in a score for each keyword. The score represents how close the text is to  
each keyword.
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For my test, I gave it 5 keywords. They aren’t super specific, but just to use against 
any text I send to it. You can change this in the code (at end of presentation)

Zero-shot-classification results



login: 0.8000938296318054 
security: 0.12101650983095169 
phone: 0.05189700424671173 
banking: 0.016330692917108536 
phishing: 0.010662009939551353

OCR Classification:

009-288-49.weeblysite.com

login: 0.8146952986717224  
security: 0.09933193027973175 
phone: 0.053744859993457794 
banking: 0.017227377742528915 
phishing: 0.015000510029494762

HTML Source Classification:
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Here, I’m seeing a comparison of how close the html source and the  
OCR text of this phishing page is to each of my 
specified keywords



Parsing the UI
And getting better OCR Results
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I want a better text scraping method. Thankfully, I found an LLM just for this.
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Microsoft released an LLM that finds user interface elements of a screenshot. I  
set it up as a fast-api service that I can call from my web app.
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This is OmniParsers demo of how this works. You upload an image (left) and get 
a result (right).



URL OCR text OmniParse Notable Differences

attmailaccount22.weebly.com
login (0.551) 
security (0.262) 
phone (0.115)

login (0.667) 
phone (0.226) 
security (0.070)

Higher login and phone scores in OmniParse

atdikg.taplink.ws
login (0.706) 
security (0.206) 
phone (0.058)

login (0.574) 
security (0.236) 
phone (0.162)

Lower login, higher security and phone in OmniParse

att-mail-109459.weeblysite.com
login (0.641) 
security (0.263) 
phone (0.062)

login (0.638) 
phone (0.171) 
security (0.163)

Similar login, higher phone and security in OmniParse
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Let’s compare plain OCR vs OmniParser Classification.



Text similarity from the OCR text
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Showing text similarity of scraped text on a timeline (timeline shows the screenshot,  
but is grouped from the OCR text)
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I started building this as an inline detection tool, but it actually might have more use 
in researching phishing campaigns.

Campaigns over Time
Research

Looking at activity of specific phishing campaigns over a time period 



Alerting
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Another portion of the interface and process is to send alerts to a SIEM or some 
system. I chose Elasticsearch and Kibana
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And that action is typically to block the domain or URL

With alerts going to your SIEM, it’s easy to automate the blocking process

Taking Action
If using for detection, you’re probably going to take some sort of action when a 
new phishing page is seen



Current Version of Interface
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The next several slides will show various aspects of the interface at the time these 
slides were created (the code is still in development, so it might change in the future)



Detections page



Hovering over an OmniParser result screenshot



Hovering over the html



Timeline based off screenshot similarities



Here’s the code!


Grab the crawlers and crawl things, 
of the LLMs, 
or the Levenstein searching, 
or the visualizations, 
or the cool skulls that are used in the maps, 
or everything!

https://gitlab.pyosec.com
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Detecting Phishing using Visual Similarity

Thank you!

Music (dark electronic): dievortex.com

https://gitlab.pyosec.com/


