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. ME: i'm only afraid of two things:
public speaking and ghosts
later, on stage]
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ME: oh no
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Current Tools & Techniques

Services
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URLScan.io

Crawling
Threat detection
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urlscan.io Phishing URL Feed

urlscan.io detects thousands of suspicious, malicious and phishing URLs every day. Our organic
phishing URL detection is able to pinpoint these attacks and associate them with one of the 680+ Phishing URL Feed
popular brands that we track. The feed of these detected URLs is available to our customers to ingest

JU CIETE ST UR 1av

ASN and ASN Name hosting the phishing URL > 680+ brands tracked

You can download a static 7-day sample of the feed here: v Live URL retrieval
" Commercial use

" JSON & CSV farmat

Targeted Brand Information
Brand name
Brand country & industry vertical

Phishing Page Information
Phishing page metadata
Phishing domain metadata
Phishing I[P metadata
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Current Tools & Techniques

Detection Methods

Threat hunting
User reporting
Various Products



Threat Hunting

Command and Control Server (C2)

Act as Server

Compromised Infrastructure =

="http://far.IAAS .NEWS/?Diw=OMITTEDURI"
rrame.>

l

Act as Client

hXXp://www.fullcircleliterary.com/ Eapi Webcan

. eySIrokKes Logein
hXXp://danielpsheehan.com/areas—of- Remote Shell
expertise/educator/ucsc-2016-rulers- 2| oo il RAT Infected PC
of—-the-realm Upload File Running RAT Server

Program

NnXXp://danielpsheehan.com/
NXXp://www.cafemuseroyaloak.com/
nXXp://kdsross.com/about-us/
NXXp://usdiagnostics.com/index.php/
certification—-testing/uscreen-cup
hXXp://psychologywiththal.com/ amazon
2015/09/30/life-span—-development- : :

personality/ Ph|Sh|ng —
hXXp:// Sign in
thefecaltransplantfoundation.org/ Email (phone for mobile accounts)
what—-1is—-fecal-transplant/ customer@amazon.com
nXXp://optimalwellnessaz.com/about/
NXXp://optimalwellnessaz.com/about/
NXXp://chworks.org/real-estate-

New

Password
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Threat Hunting....

ntopsyf/innovapakistan .com/inventoreet/i.exe

o (G

Ialps  Uooale Vwusiotal
DF INNOVAPAKISTAN.COM

This domain s currently in the Umbrella block list as malware

u Bccurity Categaries: Malware

DETAILS FOR https:/finnovapakistan.com/inventoreet/i.exe

Subdomains

Name First Seen Category
mall.innavapakistan.com 02)° 72027 Uh:14 AM Malware

Www.nnovapakistan.com 02/05/2027 02:23 AM Malwvare

DNS Query Volume

DNS Queries Dasmaiy Evants L) DNSChanges 10/09J202% - 11,08/2023

Max. Cuordes: 30

|

5 n

l
Uil W u._,_fJ‘u"":‘]A_uL.,L»_v.-,..._-'.I_u.\_._._n_;..JU!”"*\n_ ‘%.JL.J/\KJI_'A_\_._L._M._k_u_._[_;}_u_k :

Event History = Security Categories w= DNS Changes v Query History

& >

JAALSEC

URL Analysis

\ J) 15 security vendors flagged this URL as malicious

http/iobyqgriuzu cracknight. ruldHJW1831a23im7q=9250124086

Ibbyqriuzu.cracknight.ru

te /It

Community Score

DETECTION DETAILS COMMUNITY

Join the VT Community and enjoy additional community insights and crowdsourced detection:

Security vendors' analysis (0

alphaMountan.ai

Avira

CROF

ESET

Forcepoint ThreatSeeker

G-Data

Seclookup
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(¥ Reanalyze . Search X Graph

8 months ago i(f)

plus an APl key to automate checks.

Do you want to automate checks?

| Research | Alerts | Actions



Current Tools & Techniques

User Reporting Products

OIL NSCALES vy Us Faororm SOROND o FarTery ey ) -'5 = m MSP S L

I We Catch the Phish

@ Report Phishing

Others Miss.

vo? Trustifi  Poous  wouwie  Ressurces  Compomy oo Q  tegn> | Getac

urity Services
for Companies

Stopping 99% of phishing attacks missed by
other email security solutions

Lartner

g, Expert z
Capterra Peer Insinhts QIns‘:ghts (’

CNE & 2 & & SON AN TR LR 2 8 8 & 4B Ak %
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Various Prg

User Reports



What do we have to do?

Crawl Websites
Take Screenshots

Build Datasets
Find Similar in...

Images
HTML

Text
Infrastructure
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® + Detect Phishing with Similarity Searching python url_crawlerv2.py urls.txt

SUCCESS: https://pyosec.com

SUCCESS: https://google.com

SUCCESS: facebook.com

Results saved to output_20240828_2315/results.html
O = Detect Phishing with Similarity Searching |}

Demo of three websites being crawled, after which, | am left with the screenshots
and a results.html file

<  output_20240828_2315 B = M X T, M O Oy By Q
Name ~ Date Modified Size Kind

Bl facebook.com.jpg Today at 23:15 14 KB JPEG image

B google.com.jpg Today at 23:15 15 KB JPEG image

Bl pyosec.com.jpg Today at 23:15 22 KB JPEG image

DEEPHAY Current Tools/Techniques | Web Crawling | Creating Datasets | Distance & Similarity | Grouping | Testing & Detection | Beyond Images | Research | Alerts | Actions



Thumbnail

.. Vs o

https://pyosec.com (Success

Screenshots

I URLs
facsbook ’
- '7 | facebook.cai Status

https://google.condSuccess
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Thumbnail URL Status
Failed to gencrate thumbnail hitps//docs goosle comvpresentation'd e 2PACK - 1yQzm T IS hactob ThZa 9 YOOVl 2 XRCY92Fel 6RLAKHLULXENIUTNWNIw Y RIxSOODO T IRV s X M pub Tstant=false& loopsfalse & delaymss= 3000 Failed

Failed to }:c.‘o:‘r.nc thumbnail ’I'Zj"\ I.l":ll'\ (WS al NCLH Fa lcd

hitp./avionhcalthcare an SUCoess

DUDL/ DAAmOnipIus con Sucess

Thumbnal hitps/ urk SUCOess

Failed to generate thumboail hitps//docs google com presceatation'd’c JPACXKX-IVRSHLvEUXLuawShXNIDLOO2WIF/dS-k 408 ¢/ JJxvIGmsdl 'BRpig Vb vW }"T-—\‘HK.l)}IRJW:«.&U\ pubdy Mstant={alse & loco=lalse & delavms= 3000& s lide=id 0% 3k Fasled
Failed to gencrate thumboail https/idocs poosie comypresentation' G e ZPACK- IVE Lew Y HICEY DY Y ySKVe9R LB H L oS DOZH L SZPS ) 9OC YV CENN Luc Mizipeak i BSvADEF LgH W S lwlpeb Mstant={alse K loop={alse & delavms= 000 Faled

ayurvationhealthcare org

 E— . - - . e — -

httpavurvatnonbealthcare o3 Success
Mumbnail hitp./senticskinhealthlic org Success
Failed to generate thumbnail hiips J'-.xr w.n.'-.'l-:n.'-'l':;-:c.w:t !‘-".v..-r.d S2PACK.- I'~R:f\ OEWISUWIO) QISYAOYOVN OwsuUMISpeMOLAMOIZESmH Y IMBMLAOLLEXOACONAGIdoC 125 vipub? Failed
stansfalse&loopsialse&dclaymss SOOOK shidesid p 3L
Failed to gencrate thumbnal hitps.//Toodblogspotungcieberate blogspot com 'm=| Failed
Failed to generate thumbnail https//docs goosle comdpresentation' e 2PACK - IvSuWITtMywpFEAIW Uvas DisVIUPIBHOZmBIEFHITCEFZAZVOAIRAIOnDScoWHFOY LLASSZ 1 210 nHmy ) 'pub Tstant=lalse & loop={alse & dela yms= 3000 Failed

Failed to gencrate thumbnail hitp.ancient-thunder-0448 chinnabhai944 workers dev/pepsonalization'cl/freciomm'websitedetect Tsourceswwwhead & feicht vpescss&modalvicew=nmlanding Failed
Failed to gencrate thumbnail hups//docs poorle comprescatation'd'e2PACK - 1vSbzx -CONMYPYARMXR-G S x-EOSmeoAaC)aVe D6 GAYAQZIBOUMNBEEI 1CevEA0C1oL OSux TsPuoud stant={alse & loop={alse&delavms=3000& slide=3d p Failed
Failled to gencrate thumbnal htlpslencws classiclircarms com/g/Oh-veld! - LEDw O X S0BK TwhNSx BOdmme RdeZcO)em Vwb JOLCOhpc Zhpbmd AY WaOaX Boa X NoaW Sal v ZSOICH-YSS AL YRIPOzedBaxOaxie Faled

" - - \ » » -nta
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Issues/Obstacles
when Crawling




Crawl errors

Thumbnail http://gentleskinhealthllc.org/

https://docs.google .com/presentati

Failed to generate thumbnail start=false&loop=false&delayms

Failcd to generate thumbnail https://foodblogspottingeleberate.

Failed to generate thumbnail https://docs.google .com/presentati

= Failed to generate thumbnail http://ancient-thunder-04438 .chinna
Thumbnall URL Status

Thumbnail http://gentleskinhealthllc.org/ ||Success
Thumbnail http://conscioushealthcafe.com/ |Success

Failed to generate thumbnail https://docs.google .com/presentati

Failed to generate thumbnail https://encws.classicfircarms.com/

Thumbnail http://conscioushealthcafe.com/

JAALSEC | Web Crawling | Creating Datasets | Distance & Similarity | Grouping | Testing & Detection | Beyond Images | Research | Alerts | Actions



Fixed with more info

Thumbnail ‘ URL | Status H'IT P Status Code
Shaw)

hotmail-105506.weeblysite.com [Success |200

Ipyorre.com Success [200

Failed to generate thumbnail |emapdiwh{f7.nnnn.eu.org | ailed none

web3autofix.pages.dev Succcss 200
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| Thumbnail ‘ URL | Status H'I'I‘P Status Code

hotmail-105506.weeblysite.com [Success (200

|pyorre.com Success 200

Stopped at Error

web3autofix.pages.dev Success 200
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Use Selenium

Read Text @Fy

| Thumbnail | URL Status ([HTTP Status C

hotmail-105506.weeblysite.com [Success [200

jpyorre.com Success (200

Click through

web3autofix.pages.dev Success 200

PROFIT!
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hotmail-105506.weebl

pyorre.com




A

e Bypass Security
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Build a System and use custom DNS

& Summary Hour (average) v
»_ Console
urlcrawler (Uptime: 39 days 21:07:18 Notes (&
= Hardware (Up ! ) =
| -Ini
() (Gl i Staius running
£ Options o HA State none
Task History B Node athena
2 bie {ili} CPU usage 0.89% of 1 CPU(s)
Backup Em Memory usage 85.63% (5.14 GiB of 6.00 GiB)
13 Replication & Bootdisk size 90.00 GiB

) Snapshots
= IPs No Guest Agent configured
U Firewzl Ir

s’ Permissions

In my case, | built a VM with custom networking and DNS to bypass my security

4.5
4
3.5 -
3
3‘22'5 '
2
1.5 -
1
0.5 -

0 ,
2024-11-06 2024-11-06 2024-11-06 2024-11-06 2024-11-06 2024-11-06 2024-11-08 2024-11-06 2024-11-06 2024-11-06 2024-11-06 2024-11-06
21:08:00 21:14:00 21:20:00 21:26:00 21:32:00 21:38:00 21:44:00 21:50:00 21:56:00 22:02:00 22:08:00 22:14:00
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Use Selenium

Read Text

~ Thambmal | URL |Status [HTTPStatus Code

o H.

hotmail-105506.weeblysite.com H .
Click through

web3autofix.pages.dev Success

PROFIT!
..possibly for real this time 5. :
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Users > jpyorre > DATA > Speaking_writing > Detect Phishing with Similarity Searching > GITLAB > detecting-phishing-with-similarity-searching > webcrawler > multi_
48 class Webdriver(object):

124 def handle_insecure_connection(self):

126 try:

131 if warning_present:

AW GUTOHLCN VA A s M AAMALN

139 time.sleep(1) # Sleep only after performing this action
140

141 # Click on ‘Proceed to site' link if it's clickable

142 proceed_Llink = WebDriverWait(self.driver, 3).until(

143 EC.element_to_be_clickable((By.ID, “proceed-1link"))
144 )

145 proceed_Llink.click()

146 print(“Clicked through the warning.")

147 time.sleep(1) # Sleep only after proceeding

148

149 except Exception as e:

150 print(f"No 'Your connection is not private' warning detected or unable to find elements: {e}")
151

152 def handle_dangerous_site_warning(self):

153 ““"Handle 'Dangerous site' warning (phishing, malware, etc.).""“

Some of the code showing that you can look for any text
and tell selenium to click the link.

160 print(“Detected 'Dangerous site' warning.™)

161

162 # Click on 'Details’' button if it's clickable

163 details_button = WebDriverWait(self.driver, 3).until(

164 EC.element_to_be_clickable((By.ID, “details-button™))

165 )

166 details_button.click()

167 time.sleep(1) # Sleep only after performing this action

168

169 # Click on ‘this unsafe site' link if it's clickable

170 unsafe_Llink = WebDriverWait(self.driver, 3).until(

171 EC.element_to_be_clickable( (By.XPATH, “//alcontains(text(), ‘this unsafe site')]"™))

172 )

173 unsafe_Llink.click()

174 print(“Clicked through the ‘Dangerous site' warning.")

175 time.sleep(1) # Sleep only after proceeding

176

177 except Exception as e: r
178 print(f“No 'Dangerous site' warning detected or unable to find elements: {e)}") '
179

180 def handle_dismiss_warning(self):

181 “““Handle 'Dismiss this warning and enter site'."™™™

182 try:

183 # Check if the “Dismiss this warning and enter site™ button is present

184 dismiss_button = WebDriverWait(self.driver, 3).until(

185 EC.element_to_be_clickable((By.XPATH, “//buttonicontains(text(), ‘Dismiss this warning and enter site')]"™))

.+ P launchpad DO0A0 WO « :
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Adobe Document Cloud
To read the document, please enter with the valid email credentials
that this file was sent to.

Sign in with Outiook

Sign in with Office365

What is phishing?

Orseress thes wawning and ermer site

VERIFICACION

O Warning

Suspected Phishing

This webdsite has been reported for potential phishing

Learn More

™ Made With Brizy

- \’
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palacecirwoos.shop

Stopped at Captcha
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 C @ O B hupsij2captcha.com =W @ L 0 H e 2

# Sgnin il Order captchas: types and prices

6) zca ptcha Captcharecognition service Workforus APl Software Blog

Normal CAPTCHA % Howtosolve (®) Demo S0.5-981 14.209

N
N

a
<

reCAPTCHA V2 % Howtosolve (® Demo $1-$2.99

hCaptcha & Howtosolve (&) Demc $2.99

CaptCha SOIVing service CaptCha entry work Arkose Labs captcha (FunCaptcha) % How to solve $2.99-S50
(/> APIclients: Python, PHP, Java, more & Captcha typing job

() #1captcha solver on GitHub () Work from home GeeTest CAPTCHA & Howtosolve () Dema $2.99

4} 2417 tech support oy Earn money without registration fees

88 Use the APl key in the software ‘@, Daily payment

Cloudfiare Turnstile % Howtosolve (@) Demo S1.45
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Demonstrating how crawling Is slow
You have to go to each page to get
the screenshot and other data

Crawl Speed
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To speed things up, | run about 20 docker-based crawlers at once, on one VM

josh@athena:~/multi_selenium-as-a-service-docker$ docker-compose ps

Name Command State Ports

1a@1la7abf2e4_multi_selenium-as-a-service-docker_chrome_1 /Jopt/bin/entry_point.sh Exit 143

multi_selenium-as-a-service-docker_api_1l flask run Up 0.0.0.0:5002->5000/tcp, : : :5002->5000/tcp
multi_selenium-as-a-service-docker_api_10 flask run Up 0.0.0.0:5015->5000/tcp, : : :5015->5000/tcp
multi_selenium-as-a-service-docker_api_11 flask run Up 0.0.0.0:5004->5000/tcp, : : :5004->5000/tcp
multi_selenium-as-a-service-docker_api_12 flask run Up 0.0.0.0:5008->5000/tcp, : : : 5008->5000/tcp
multi_selenium-as-a-service-docker_api_13 flask run Up 0.0.0.0:5019->5000/tcp, : : :5019->5000/tcp
multi_selenium-as-a-service-docker_api_14 flask run Up 0.0.0.0:5007->5000/tcp, : : :5007->5000/tcp
multi_selenium-as-a-service-docker_api_15 flask run Up 0.0.0.0:5012->5000/tcp, : : :5012->5000/tcp
multi_selenium-as-a-service-docker_api_16 flask run Up 0.0.0.0:5014->5000/tcp, : : :5014->5000/tcp
multi_selenium-as-a-service-docker_api_17 flask run Up 0.0.0.0:5013->5000/tcp, : : :5013->5000/tcp
multi_selenium-as-a-service-docker_api_18 flask run Up 0.0.0.0:5018->5000/tcp, : : :5018->5000/tcp
multi_selenium-as-a-service-docker_api_19 flask run Up 0.0.0.0:5001->5000/tcp, : : :5001->5000/tcp
multi_selenium-as-a-service-docker_api_2 flask run Up 0.0.0.0:5009->5000/tcp, : : :5009->5000/tcp
multi_selenium-as-a-service-docker_api_20 flask run Up 0.0.0.0:5010->5000/tcp, : : :5010->5000/tcp
multi_selenium-as-a-service-docker_api_3 flask run Up 0.0.0.0:5005->5000/tcCp, : : : 5005->5000/tcp
multi_selenium-as-a-service-docker_api_4 flask run Up 0.0.0.0:5016->5000/tcp, : : :5016->5000/tcp
multi_selenium-as-a-service-docker_api 5 flask run Up 0.0.0.0:5006->5000/tcp, : : :5006->5000/tcp
multi_selenium-as-a-service-docker_api_6 flask run Up 0.0.0.0:5011->5000/tcCp, : : :S011->5000/tcp
multi_selenium-as-a-service-docker_api_7 flask run Up 0.0.0.0:5017->5000/tcp, : : :5017->5000/tcp
multi_selenium-as-a-service-docker_api_8 flask run Up 0.0.0.0:5003->5000/tcp, : : :5003->5000/tcp
multi_selenium-as-a-service-docker_api_ 9 flask run Up 0.0.0.0:5000->5000/tCp, : : : 5000->5000/tcp

multi_selenium-as-a-service-docker_hub_1

DEEPHAY

/opt/bin/entry_point.sh Up (healthy)

4442/tCp, 4443/tcp, 0.0.0.0:4444->4444/¢¢p,
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=+ Detect Phishing with Similarity Searching python url_crawler_sulti.py 100.txt

processing docs.google.com/presentation/d/e/ZPACK-1vQzmTfShxetobTbZx9gYeaVgL -gXR(9gFel_6RLdk1j1L
XKNSUTNNtwYDLXS0Q09XT j378VSXZi Er/pub/?start=fal sebamp; loop=falselc R

e s mpamsmnvemeseiseose | L 1OESN’'T USE much of the VMs resources

GmsdU7BRpig. Vb _wW3f8gHKkDI1RJondk6/pub/?start=falsekloop=falseddelay =
processing foodblogspottingeleberate.blogspot.com/Tm=1
processing conscioushealthcafe.com

processing synongmei.com

FAIL: https://foodblogspottingeleberate.blogspot.com/Tm=1

FAIL: https://docs.google.com/presentation/d/e/2PACX-1VRSrI1zvE L FXLuawShNIDLCOZNIF7dS5-k_408_eZ)
xvTGamsdU7BRpig. Vb _wW3fEgHKKDI LR Jondkb/pub/?start=fal se&loop=fal seldel ayms«30008s 1 1dewid . pX3E
FAIL: https://docs.google.com/presentation/d/e/2PACK-1vQzaTfShxetobThZx9gYOVgL -gXRC9gFell_6RLdk1
FJILXKNSUTNWNEWYD 1 x50Q09xT J378VsXZ1 Er/pub/7 start=fal sefaomp ; Loop=fal selamp ; del ayms=3000

processing functionhealth.health

processing ww. jmggldu.cn
processing riversonhealthcare.com

SUCCESS: http://conscioushealthcafe. com/

processing urxedz.com
SUCCESS: http://synongmel .com/

processing docs.google.com/presentation/d/e/ZPACK-1VRIYInXYdCv2 7wNesZVRZP7bL tRVaqpOF35GSS_J)39%U0M

ntCRipPiPYU-10npIQgY6nXRbhNIO6dSrl/pub/?start=Ffal sefomp ; Loop=fal selamp ; delayms=3000
SUCCESS: http://www. jmggldu.cn/

processing ww.xgngaxb.cn
SUCCESS: http://riversonheal thcare. com/

processing docs.google.com/presentation/d/e/ZPACX-1vQy7FZND-wQoupdi4XS3EtuSENFNB6GS 1nnzCIOpq7Mn )
hV3aYu75aTizYZ FCdulUX] px - FHLUGEGdo/pub/ 7 start=fal sefamp ; Loop=fal sebamp ; delayms-3000

FAIL: https://docs.google.com/presentation/d/e/2PACK-1VRIYInXYdCv2Z7wNesZVRZP70L tRVaqpOF35GSS_J39
UbMNtCR1pP1iPYU-10npIQQYEnXRbhNIOEdSr1/pub/?start=fal sefamp ; Loop=fal selamp ; del ayms«3009

processing usps.an-com.top
SUCCESS: http://functionhealth.health/

processing beaconhealthrecruiting.com
SUCCESS: https://urxedz.com/

processing docs.google.com/presentation/d/e/ZPACK - 1vOMWSEQCaY7koF 70UVD3gshmDE6ZnrBIbS LOXE _KUE JOqk
PeADBUF SWJORZ L ZMY3UL LwwNC41Nkk39s/pub/ 7 startefal sebomp ; Loop=fal sebamp ; delayms«-3000

FAIL: https://docs.google.com/presentation/d/e/2PACK-1vQy7FZND-wQoupdi 4XS3EtuSENFNB6qS 1nnzCI0pq7
M hV3aYu7SaTiZYZ FCdulX] px - FHIUGEGdo/pub/? start=fal sefamp ; Loop=fal selamp ; delayms=3009

processing 2igvd.des4.com.tr
SUCCESS: https://waw. xgngaxb .cn/

processing championhealth.co

 —
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1 VM with 20 crawlers is not enough. | want them all over, but where? _
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Where is the best place to put my crawlers?

BISSES EC



- IS SR
PRIShT3NK  o.ooe e ime e e SElSS

L A APHSh Yerify APah M Search Siats FAQ  Dewvelopars Mallng Unsts My Acosest

J

¢ aescription’': 'Unknown City, United States (Domain: q-r.to)’,
‘"lat’: 37.751,
"“lon’: =97.822}%,

{ "description’: 'Kansas City, United States (Domawn: replit.app)’,
"lat’: 39.1027,
"lon': -94.5778},

{ "description’: 'Unknown City, United States (Domain:

In it & phinh”

Recent Submissions
21gn_in or register (free! fast!) ¢

"firebaseapp.com)’ .
"lat’: 37.751,

LA . A« LOUVO ,
"lon': 103.8503},
{ "description’: 'Unknown (City, United States (Domain:
‘google.com) ',

‘lat": 37.751,
"“lon': -97.822
description’': 'Boardman, United States (Domain: ngrok.app)’',
'lat’': 45.8234,

‘lon': =119.7257},
{ "description’: "Unknown City, France (Domain: ovh.ca)',
‘lat’: 48.8582,
"“lon': 2.3387}%,
{ '"description’: "Unknown City, Australia (Domain: dreamwp.com)',
"lat': =-33.494,

New to PhishTank? "lon': 143.2104}.

=ubecribe to the PhichTank n { "descrmiption’: 'Singapore, Singapore (Domain: grefghdf.com)',
"lat’: 1.2868,
"Tamn? o, *AD oA 1)
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OSSPENT GLO MALXOOUS CURSENT
ENTRES DATASEY DETECTYONS

Find Phishing URL Locations

URLs Per Country
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America’s Cyber Defense Agency

NATIONAL COORDINATOR FOR CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE

Topics v Spotlight Resources & Tools v News & Events v Careers v About v

Home /[ News&Events / Cybersecurity Advisories / Alert

ALERT

Threat Actors Targeting Cybersecurity Researchers

Last Revised: April 14,2021

Google & and Microsoft = recently published reports on advanced persistent threat (APT) actors targeting

cybersecurity researchers. The APT actors are using fake social media profiles and legitimate-looking websites to lure
security researchers into visiting malicious websites to steal information, including exploits and zero-day
vulnerabilities. APT groups often use elaborate social engineering and spear phishing schemes to trick victims into

running malicious code through malicious links and websites.
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bright

Proxies P 24.11.78.24) Unlocker Browser

3I00Cbye 1o Blocks ar

hright

Functions Scrapers Datasets SERP API

Starts os Starts fro Sta -
Scraper APls Dataset Marketplace
$5.88/GB ropar $0.7/kreq Dataset Marketplace $500/mo

Residential Proxies

Datacenter Proxies $0.42/GB Scraping Browser $5.88/GB Custom Datasets $300/mo

o 4 Ty - l . ¢ s H " 4 Rt In< 11« !
ISP Proxies $10.5/GB Scraping Functions $2.7/1k req Retail Insights $1,000/mo

Viobil xies N ) Ne lock
Mobile Proxie $5.88/GB Web Unlocker $2.1/1kreq

SERP AP o
. $2.1/1kreq
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Your own Proxy

Docker-Compose

privoxy:
build:
context: ./privoxydocker
container_name: privoxy
restart: always
vo lumes:
- ./privoxydocker/logs/privoxy: /var/log/privoxy
— ./privoxydocker/privoxy.conf:/etc/privoxy/config:ro
ports:
— "1080:1080"
dns:
- 192.168.1.5
- 192.168.1.3
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Creating Datasets

Building a Malicious Dataset
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Data Sources

Some are better than others

]ASHSEC Creating Datasets



URLhaus

Community Sourced
Malware Activity

UKL haus
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generate
thumbnail

http://p6.zbjimg.com/task/2010-12/03/519808/4c18l




URLScan.io

e Ty 500 ] A0gn
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PhishTank e

Phish URL
Community Sourced
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http://urlscan.io

Removing non-relevant

What happened?
payathome4s pages dey

What can 1cdo?

Webmal Login

whet happened
wWhat can 1o’

e e 1w e e L e

amazon

Inhfyhir2 pages doy

49

Cusivmer s’ mwwsi-brved

—n -E
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To quickly remove screenshots that won't work, | will introduce
some of the main ideas behind locating similar screenshots.
The information in this portion of the presentation will be used In
various ways throughout the many different similarity analysis
Technigues.

e P o
R et

Distance & Similarit:

P S b e
T R i
LR = '._.,.,ﬂ " et

L

1 i:"'p" g
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Currently, yahoo/ Help

g T you take a very long string, you will get a much larger Levenshtein distance.

- J\A IN I s\ I1 1] II\A N1 11 WA LLIWWWI 1l GAW I VI 11

Stay S|gned in
Forgot username?
Sign into YahOO Mail Create an account
LR Yahoo makes it easy to enjoy what matters most in your world.
Username, email, or mobile Best in class Yahoo Mail, breaking local, national and global news, finance, sports, music, movies and more
Enter password to finish sign in
Password Next

D T
X

Yahoo works best with the latest versions of the browsers. You're using an outdated or unsupported brows:t
browser version now.
More Info

ain Distance of 717

Processing file: ./009-288-49.weeblysite.com.txt
Home | 009-288-49

Shopping Cart

You don't have any items in your cart.

Checkout

Continue Shopping

Accepted here

User ID * Sign into access AT&T Mail andCurrently.com
This form is protected by reCAPTCHA and the Google Privacy Policy and Terms of Service apply.
Sign in

A Back to Cart

009-288-49

This form is protected by reCAPTCHA and the Google Privacy Policy anc Secure CheCkOUt by Square
Terms of Service apply.

Stay signed in Forgot username?

Sign in
to access AT&T Mail and
Currently.com
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http://andCurrently.com
http://aol.com

If you take a shorter string, like these two URLs, you get a smaller one

D http://61.52.12.185:54720/bin.sh

m (spreading malware for 14 minutes)

(© 61.52.12.185 http://61.52.12.185:54720/bin.sh
2024-10-21 05:56:05 UTC

i ievenshtein Distance of 14

(D http://61.52.95.103:33803/i

LY (spreading malware for 16 minutes)

(D 61.52.95.103 http://61.52.95.103:33803/I
2024-10-21 05:54:06 UTC

$& Malware download
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pHash

The open source perceptual hash library

Download

Support Licensing Apps

What is a perceptual hash?

A perceptual hash is a fingerprint of a multimedia file derived from various features from its content.
Unlike cryptographic hash functions which rely on the avalanche effect of small changes in input
leading to drastic changes in the output, perceptual hashes are "close"” to one another if the features

are similar.

Relevance of Perceptual Hashing

Perceptual hashes must be robust enough to take into account
transformations or "attacks" on a given input and yet be
flexidble encugh to distinquish between dissimilar files. Such

attacks can include rotation, skew, contrast adiustment and
different compression/formats. All of these challenges make

perceptual hashing an interesting field of study and at the
forefront of computer science research.

News and Updates:

04.23.2013 pHash 0.9.6 released. Fix some
compilation errors and warnings, as well as
updates to the automake files to support
building on Gentoo.

11.23.2012 pHash 0.9.5 released. Fix
compilation problem with using deprecated
FFmpeg functions.

10.20.2011 Cumulix 1.0 Cumulix is an
extremely fast and scalable cloud-based image
search and retrieval system based on pHash Pro
and Neo4j.

What is pHash?

pHash is an open source software library released under the
GPLv3 license that implements several perceptual hashing
algorithms, and provides a C-like API to use those functions in
your own programs. pHash itself is written in C++.

04.23.2013 pHash 0.9.6 fixes some compilation errors and
warnings, as well as updates to the automake files to support
building on Gentoo.

That's great but what is it good for?
Potential applications include copyright protection, similarity
search for media files, or even digital forensics. For example,
YouTube could maintain a database of hashes that have been
submitted by the major movie producers of movies to which they
hold the copyright. If a user then uploads the same video to
YouTube, the hash will be almost identical, and it can be flagged
as a possible copyright viclation. The audio hash could be used to
automatically tag MP3 files with proper ID3 information, while the
text hash could be used for plagiarism detection.

Distance & Similarity

Using

PHASH

To Classify Images
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)

Adobe Document Cloud
To read the document, please enter with the valid email credentials
that this file was sent to.

El Sign in with Outiook

] o 84926feadda/dfeb59777ab0ed4b4ccc60a977bbe

»
Adobe Document Cloud

To read the document, please enter with the valid email credentials
that this file was sent to.

P Sign in with Outiook
P Sign in with Office365

P Sign in with Other Mail

B SHA256;
Capyfigm 2021 Adobs, 3b4cd30a1f1d85b28601641afde0437516985418
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m PHASH is different than SHA256.
Mo HA256 makes a longer hash, but a very small
Wchange in the hash means a drastically different
file.

84926feadda/dfeb59777ab0edbd4ccb0a9/ 7bbe"
3b4cd30a1tf1d85b28601641afde043/7/516985418

| evenshteln Distance




.

Adobe Document Cloud
To read the document, please enter with the valid email credentials
that this file was sent to.

El Sign in with Outiook

o - 2a95¢1d5d595d485

»
Adobe Document Cloud

To read the document, please enter with the valid email credentials
that this file was sent to.

P Sign in with Outiook
P Sign in with Office365

P Sign in with Other Mail

e e e PHASH:
CopyRig 2021 Adobe aad595¢c1d595d590

JAALSEC | Distance & Similarity | Grouping | Testing & Detection | Beyond Images | Research | Alerts | Actions



¢

aavYsc1dbad595d485
aacs d595ad
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Enter you mailbox password to
proceed.

) £59832669592C699

Levenshtein: 14

Z—

A NetZero”

SIGN IN WITH YOUR CORRECT CREDENTIALS,

b3517399334ccccece
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JAALSEC

Enter you mailbox password to

proceed.

Levenshtein: 14

Z

ZUNetZero”

SIGN IN WITH YOUR CORRECT CREDENTIALS,

Adobe Document Cloud
To read the document, please enter with the valid email credentials
that this file was sent to.

Levenshtein: 14

El Sign in with Outiook

0 Sign in with Office365

E Sign in with Other Mail

%, Levenshtein: 7

»
Adobe Document Cloud

To read the document, please enter with the valid email credentials
that this file was sent to.

P Sign in with Outiook
P Sign in with Office365
L Sign in with Other Mail
Select your email provider 1o view Document
CopyRight 2021 Adobe.
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)

Adobe Document Cloud
To read the document, please enter with the valid email credentials
that this file was sent to.

‘ 3_'. Sign in with Outiook
Q)]  Signin with Office365

i Sign in with Other Mail

Levenshtein: 7

Setting a Threshold

»
Adobe Document Cloud

To read the document, please enter with the valid email credentials
that this file was sent to.

P Sign in with Outiook
P Sign in with Office365
" Sign in with Other Mail
Select your email provider 1o view Document
CopyRight 2021 Adobe.
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Now | can get back to removing non-relevant images in the malicious
dataset. I'm going to group them using a threshold and delete
non-relevant images as groups.

a1 = Coiie ) e - - .
2 B Tt e 1 i
A A R CNEERRRY s
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Here’s the initial process of grouping that | did using Python.
It jJust output a text file with the file locations that matched a group
all together.
However, all images are in groups, including images that don't
fmizs |OOK like anything else. You can see that | have 1,507 groups.

..I‘U‘“ dataset/urlscan_setput 20000906 _2135/ cashi). m].l - Sa50065berti TR

/malicious dataset/urlscan_oetput 20260906 2335/ fafafad322. comi 8989, jpg1 TOSEAT7125058574
miicions aases GFOUP 1500

- malicions stieee GrOUp 1501:

«o/malicious dataset
Pt Group 1502:

i are Group 1503:

miees S Group 1504:
mlicion aime GFOUp 1505:
::"A‘:‘%m Group 1506:
- alicious dutases Group 1507:

o /malicious dataset

/mlicion awe Total number of all 1teus in the groups: 8666
e LSCan_owt put_J02409e_ 2135/ virginmoneyhe

S N
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<  recrawled_phishwarnings_output_2024090.. 83 = ([ &2 =y h O Oy Q
= The process is still going to be too tedious
= wmnamapeu: | CAN S€Arch for each image in the grouped results text

Bl facebook.check-protect-a

= —meeenne [11€, then delete them manually. | need a better/faster way

Bl dollarboostS6 pages.dev.jpg September 9, 2024 at 15:22 28KB JPEG image
Bl fixerrorsive.pages. dev.pg September 9, 2024 at 15:22 31KB JPEG image
Bl netflix-clone-1p2.pages.dev.jpg September 9, 2024 at 1521 28KB JPEG image
Bl cashnote384.pages.dev.jpg September 9, 2024 at 15°21 28KB JPEG image
] flight-booking-a-4didfs.pages.dev.jpg September 9, 2024 at 1521 81KB JPEG image
B bitstamp-cwO.pages.dev.)pg September 9, 2024 at 1521 28KB JPEG image
Bl cashinhand202 pages.dev.jpg 28KB JPEG image
B bdvinlinea-datosvencido. pages.devog © O verifydapps.. @ ' (O Open with Preview 46KB JPEG image
B worknet24 pages.dev.jpg 28KB JPEG image
Bl 3dhhinpages.dev.jpg 20KB JPEG image
) karaketherfipages.dev.jpg o AN v @ o wn AN . @ - B = @ 43KB JPEG image
BB ocash71.pages.devog various waillets issues 52KB JPEG image
! Mm.bg on Secure 28KB JPEG image
O verifydappsync.pages.dev.jpg 44KB JPEG image
B smoot.tactior.buzz jpg Server. 4 bytes JPEG image
BB amazon-king-7s81.hhil4 2729.workers.dev.jpg e ettt | 22KB JPEG image
Bl dollarscareer255.pages.dev.jpg S2KB JPEG image
(M) worker-yellow-bird-8609.strumokvi workers.dev.jp SHEEIR 72KB  JPEG image
Bl carn-cash175.pages.dev.jpg 28KB JPEG image
El instantcashB48.pages dev.jpg 28KB  JPEG image
B christianeshilohet) pages.dev.jpg September 9, 2024 at 1518 4KB JPEG image
Bl dollarprofitz18.pages.dev.jpg September 9, 2024 at 1518 28KB JPEG image
B 344444444-88887787877878-876453423 pages.devipg September 9, 2024 at 1517 14KB JPEG image
Bl dolarnetcash1021.pages.dev.jpg September 9, 2024 at 15577 29KB  JPEG image
Bl aziortpages.devipg September 9, 2024 at 15217 22KB  JPEG image
0 analyticselevata pages.dev.ipg September 9, 2024 at 15:17 17KB JPEG image
) dvgghliihglig.pages.dev.jpg September 9, 2024 at 1516 108 KB JPEG image

1 of 4,158 selected, 33.63 GB available
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The JavaScript library
for bespoke data
visualization

Create custom dynamic visualizations

with unparalleled flexibility

- What is D37 Examples

, : : ! "
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N ee olﬂ -~ ](l(

| (e, iree 1Y nu
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Ctrrent Tools/Tec noas | WelbCiawling, Clea /ng = starnce




200 (5 vnege Orowe Visuslization x

« 2> C @ O D 127200

Image Group Visualizatic
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|_et’s build the malicious dataset!



200® (M g Grow Vissslinetion x

« - C O O D 22001

Image Group Visualization
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DocuSign

Signature Required

Confrm that iy rrgortart Do umert mans

seryl 50 My Wort [ mul abowe
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Testing Detection

cenlrum \::-'-3 AT&T

Pfihlaseni do e

OUNO 3@ N N9 Lk ame v 1000y OO0

to access ATAT Mall and Currently.com

* MOlete se pAhint 1mowy 8 pRreadne vyuln Lt Fogn oerts rrectlly 10 upGate ema

. ... '._.'D. ‘IO ... '.

URL: centrum-100492.weeblysite.com URL: attttt-104045 weeblysite.com
PHASH: b5119e6061c3c5e1 PHASH: bd11912d61¢3c060
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Thumbnail URL

ARRT

B aftttt-104045.weeblysite.com

Malicious Dataset

Upload ZIP File: | Browse... | No file selected. Upload

PHASH A Record

bd1f9f2d61c3c060 74.115.51.54

Sign in
to access ATAT Mail and Currently.com
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City Country

Unknown City United States




M Then, | tested two screenshots. The other one that’s similar and another non-similar
& screenshot.

» Q

- ee ~ testing =
+ webcrawler git:(main) x|

Favorites Name ~ Date Modified

Rt v M output_20240024_2202 Today at 22:45

.. Desktop w3 m1§:’mm Today at 22:02
B test_screenshots_against_malicious_db.py Today at 22:26

_ | DATA

| SCRIPTS

-+ webcrawler git:(main) x python test_screenshots_against_malicious_db.py
Matching images found:

imilar PHASH in DB: bd1f9f2d61c3c060

- ADrop
«» Nextcloud

4 tems, 3.04 TB avallable
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Crawl & Detect Test

t 22:58
v I output_20240924_2303 foday at 23:04
B attttt-104045.weeblysite.com.jpg loday at 23:04

3 cemrum-1(%492.»\'eeblysite.com.jpg Today at 23:03

B metsmkwalet.gitbook.io.jpg Today at 23:04

Bl pyosec.com.jpg Today at 23:03

B urls.txa foday at 23:02

& @ pyosec.com... \ ' | Open with Preview

PYOSCC Posts  Research Preseniptions  Meas Medn Comtpct

Security Reseoarch

101 / selected, 3.04 18 avallable
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iIsualizing Image Similarity Detection

Current @ Malicious Current Discovery:
GEO Dataset Detections Force-
Entries Directed

Detections

ATET

Detections

> 7

CLICK HERE TO RE-VALIDATE YOUR
ACCOUNT

Weoicome! Pleaie sign-in below,

= ataT

Signin
10 acoess ATAT Mal and Currently.com

% AT&T cenirum

Sign In
1o access ATET Mall and Currently.com Pinlateni do e-maliu
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Beyond Images

HTML Similarity

OCR
Using LLMs
Text Content Similarity




e html ¢

BIAALSEC

N e

B PuNOncdbiedco IC sguare site 59
B Mvoncoviescedc sguare wie tat

- o002

(s anll o ]

¥

HTML Similarity

A » v A

B 009-288-20weetd, O © 009-288-498 weebiysite com jpo

. NETY. VY 8

@ pyosec com o9
.Wmcwr-e

= AT&T
- <=

Sign in
to access AT&T Mall and
Currently.com
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+ html_comparison_test

o060 | « - £© search DO oo

% fuzzy_similarity_of_html.py X Dy @M -
from simhash import Simhash

def generate_simhash(file_path):
with open(file_path, 'r') as f:
content = f.read()
return Simhash(content)

O NO WL E WN -

# Generate Simhash for each file
9 filel_simhash = generate_simhash('7txhjdncdblxdco3c.square.site.txt')
0 10 # file2_simhash = generate_simhash('009-288-49.weeblysite.com.txt")
BD 11 file2_simhash = generate_sid\asrﬂ‘pyosec.co-.txt‘

12 X

L_I® 13  distance = filel_simhash.distance(file2_simhash) # Compare the Hamming distance between the two Simhashes

This video shows comparing two html files with ‘simhash’.
Simhash takes large amounts of text and makes a small hash out of it that is
similar to PHASH. It also has a hamming function, which basically just uses

Levenshtein to check the distance between the hashes. It’s effective though at finding
files that have similar content.

Y e | JE |

BIASLSEC
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Nave
file "OLL - 102090 . e . L X - 100 . 1D WS Do
B adikg taplink ws. txt
8 att-mail- 100459 weeblysite com jpg
B att-mai- 100459 weeblysite com.txt
B ttenaiacooumZZweediy comipd

t file ‘ott-19 1 . e yiit txt” . Nimaiacoount 22 weebiy.com Ixt
. £ aubt-2058 lkeardnboel workers.dev.ipg
' ot ' ' . ubt-2058 Ikeardnbomel wor kers dev.txt . )
‘output_file 0 @ mt-100009-103010.weeblysite.com. jpg

== AT&T

'y 23K8 JPEC made
' Sign in .
to access AT&T Mail and | -
Currently.com
9 KB LG mage

B 110012 weebiyete comipg
B at1-10011 2 weeblysito. com.txt
B 1100136 weebiysite . cOMUIDO
B #11-100136 weebiysite.com.txt
B 11100150 weebiysiie. comipg
B 2t1-100159 weeblysite.com. txt
1100183 weebiyste . comipg
B 211-100183 weeblysite. com. txt
B 211100184 weebiysite com.ing
B 211-100184 weeblysite.com. txt 14 2024 : 1
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M."c_ _ e W Nom l;(, 'J" 3 4{)0)"'.-'. -'.'/'u' \O.M :'
(S ' '

MJ‘ s NoMm l;(’ .'O' 554 5 l. o.'i““;'.lc' ! “ ;."'.‘;'
o f '

Malicious lom: D8 0800154872 125884065 Legend: URL Count Colors
® ' - 150 URLs

Mahcous Remy: DB 108508280500 "0O82 7
[=) f

‘-‘.\'- s N

Mabhcxous N

Malcious Rom: DB 1400542550450 7067900
= '

Mahcous Rem: DB 108010054009 18470520097
) f

Mabhcowous Hem DB 15230 7855540220400087
‘ | ! ’ ¥ | | | | | | | | ' | | .

ATAT

Malcious om: DB 1061008500043 7420121
Q !
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Scraping Text from Images

Optical Character Recognition (OCR)

Thumbnail Image PHASH A Record City

attmailaccount22.weebly.com ed97960396496996 146.112.61.108 San Jose

atdikg.taplink.ws d7658c9a939a989¢ 146.112.61.108 San Jose

internationaldomaierepresentationmainserstexts4.pages.dev = e59832669b8%ac699 146.112.61.108 San Jose

Unknown
City

lonos-webmail-105551.weeblysite.com f7732a98cc8ccca2 74.115.51.54

papaya20688090.brizy.sile f5d320d88b7c8b2c 146.112.61.108 San Jose

Unknown

mail-105085.weeblysite.com f77323331833ccBc  74.115.51.55 City

)]AALSEC

Country

United
States

United
States

United
States

United
States

United
States

Added

2024-10-25
06:23:54

2024-10-25
06:23:54

2024-10-28
05:57:30

2024-10-28
05:57:31

2024-10-28
05:57:32

2024-10-28
05:57:32

Text
ATT S ater Sign into access ATT Mail and Currentlyco m

Indicates required field

S ATT Signin to access ATT Mail and Currentlycom User ID
Password

a SS ATT Sign in to access ATT Mail and Currentlycom User ID
Address 9

Enter you mailbox password to proceed Remember me

10ONOS webmail login Email Address Passwrd This form is
protected by reCAPTCHA and the Google Privacy Policy and

VERIFICACION P Made With Brizy

REAGAN Email Address Passwrd This form is protected by
reCAPTCHA and the Google Privacy Policy and apply
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009-288-49.weeblysite.com
7txhjdncdblxdco3c.square.site

Sign in

to access AT&T Mail and
Currently.com
Signin

to access ATET Mail and
Curren tly.com

OCR: AIT Q Sign in to access Al T Mail and Currentlycom User ID

HTML - OCR: SS AIT Sign In to access ATT Mail and Currentlycom Email Passvvord

HTML:

JAALSEC | Beyond Images | Research | Alerts | Actions



Let’s try using LLM’s on text content (the html source to see if we can get something

better than what we might get from OCR text)

BISSES EC



I’m going to send an entire html file and ask for a score to a locally hosted LLM

vab1Caddan™ data-v-45800840+"" Classa™wwripper” data-v-60cicdlon™"> «div Aata-v-dfi76300+™" Aata-v-45000848+"" classn™
component F19-7-0uGevg F19-7-4TxS510 wetext--rendered” data-v-ablcaddan"" styles"—mobile-base-font-size: 14; —mobile-font-size-scale: 1.13;
pat-family: Inter; 1 709 color: rpo(20, 20, 20); ~—~ialine-link-color: vors(=—primary-color); “><hbSign Inc/hinc/dlvnc/dlvae/dive «div
v-6bCfcdlen™ data-v-6bds GAta-v-45000840+"" classn"w-Cell row" v Aata-v-ablcaddps™" data-v-45000840+"" classn™
pper™ data-v-6bCTcAlon™ > «div data-v-084a2734+"" Qata-v-dI 016300~ classe” text=component P 19-7-0Gevyg R 19-7-0skevC
te=rendered” data-v-ablcaddan"" styles"—mobile-base-font-size: 14; —aobile-font-size-scale: 1.13; font-family: Inter; font-welpght: 400; color:
pA20, 20, 20); ~—inline-link-color: var{~prisary-color); »<pocstrong styles"color: M00000 »to access ATLanp;T Madl aad</strongmahraastrong

" color: PO >Currently. Comc/strongo</pa</diva</diva</div> <div data-v-40cicdlen™" data-v-40da7270="" data-~v-45000848-"" classs"w-cCell row”
w1450 " 2<Torn data-v-1361121C"" crione"Sapp/ ot/ ap i/ v1/schenas /405 178000741 < 11008727 - T4R2EL5054C/ont rins™ methode™
sovalidates"novalidate™ classe™fora™ types“contact=forn™ data-v-60CTCdlen™ " radiv data-v-614005060™" Aata-v=136112100"" class»™w-container
iner-—no-gutters col*><div data-v-6bcfcdles™™ data-v-13611210e"" classs™w-cell col col-12" data~v-614c0506+"" styles"morgin-top: calc(var(
~gutter-row-xs) » 1); sargin-dottom: colclvar{-—gutter-row-xs) » 1); padding-left: colclvard ter-column-xs) » 0); podding-right: colclvar(
gutter-column-xs) = §);"><div data-v-ablcaddns™" Qatav-100112100"" classn™wwrapper™ CAlea™"> <div Ata-v-101121Ca"" Classn™
T-0rlyly” data-v-ablcaddan"“sadiv classe” R19-7-0 Fris F19-7-0_ 2N "»<input Labelo"Email” mames"40515104-07d1-1100-8727 -0 T482405954¢"
holder="Email »* requireds"required” propertiess” [ebject Object]™ metan™[object Object]” errors”[object Gbject]” types“email” classe™

T-0U40Tn P 19-T-9JZVI"> <lomeed €lommedc/Biv> <lommedc/diva</divrc/divradiy Sata-v-6CTCAlen™ data-v-136112100"" classe"w-cell col col-12*
eSO stylen"margin-top: colclvar(—gutter-row-xs) » 1); sorgin-dottom: calcl(var(~~gutter-row-xs) » 1); podding-left: calclvarl
~gutter-column-xs) » #); ! calelvar{=—gutter-column-xs) = 0);"“><div data-v-ablcaddan™" data-v-13611210o"" classn"wwrapper”
v-6bCTCAlen™ > «div ata-v-1361121cv"" classe” R 19-7-0¢1 1caddan""radiy Classe” B19-7-0_Fri8 J19-7-8 21X »<irput le@
" G0972400-07d1~110e-8727-e 1482405954¢" placeho " requireds"required” properties~"[object Gbject]” metan” [object Object]” errors
ect Object)” types"text™ classe” P19-7-0080fn P19-7-9 |omned €|omnedc/divy <|emac/div</divr</div> <div QLa-v-B0XCTCA 0™

v 210" classn™w-cell col* Atav-106112100"" dataw-cTcdlen™ classn"form_row-—us-disclainer”> You moy

ve sarketing and prosotional saterials. Contact the merchast for thelr privacy practices.«/spanna/dive/dlve «div data-v-251dcMre"
weABTI210™ classs"recaptcha-terms form__row row form__row-—-no-gutters»This form is protected by reCAPTOM and the Google <o rels"nareferrer
ner” hrefa"https://policies.google.con/privacy™ target»"_blank™>Privecy Policy</a> and <o rele"noreferrer noopener™ hrefe™hitps://
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P09 x4 jpyorre@dievortex:~/Desktop/Mmi_comparison_test
A Juicy prece of HTWL code!

As 0 cybersecurity expert, 1°'11 anolyze the content and provide a phishing likelihood score based on various foctors,
Here's why:

1. **Unusual poth dato**: The SVG path dota contains umusual chorocters ond formatting, which could be on ottempt to obfuscote or hide malicious code,

2. ""Multiple uninown closus : Classes like cko__footer- toxt poy-eot «methods , ond others are not well-known or ndely used, which might indicote a custom-made phishing tesplote.

3. **Uwsual div nesting**: The nm structure is comple pested div oles gt could b ding = ' rvaSCript code,

4. "*Unknomn script togs*®: The presence of unknown kout/ 35/ wcko . 04961910119200140d13 . Js > </script> ") couls
e tho prosence of -ul\uous code,

S. ""Lock of tronsparency®®: The code does not provid

However, 1 must note that some of these foctors migh puld need to onalyze the entire website, including the s
¢ Code, network traffic, ond user interactions, @
wr
**Recommendotions:** ?N
é

1. **Verify the mebsite’s authenticity*®: Ensure you'
2 **Be coutious with unknown scripts** M\d execuy
. ""Use a resutable ontivirus soltnore * Run reaulc

omilior URLs, and legitimote bronding.
bde.

The response IS akin to a new analyst who is overly excited and under-experienced

N this work
L. W RENT W

’0 b 7S ‘

When | remove the superfluous text commentary to keep Just the score and run

it again, | get a different score. This LLM is too generalized and can’t produce
consistent results.

¢



| need to try using a more specific LLM

I’m going to demo zero-shot classification and a tool called OmniParser

BISSES EC



¥ Hugging Face Models

bart-large T © like

FF  Feature Extraction % Transformers (O PyTorch 1 TensorFlow % JAX @& Rust @& English Dbart

Model card Files and versions Community

: ¢ BART (large-sized model)

BART model pre-trained on English language. It was introduced in the paper BART: Denoising

Sequence-to-Sequence Pre-training for Natural Language Generation, Translation, and

Comprehension by Lewis et al. and first released in this repository.

Model description

BART is particularly effective when fine-tuned for text generation (e.g. summarization, translation)

but also works well for comprehension tasks (e.g. text classification, question answering).




Zero-shot-classification

seqguence_to_classify = "one day I will see the world"’

candidate_labels = ['travel', 'cooking', 'dancing']

classifier(sequence_to_classify, candidate_labels)

)JAALSEC | Beyond Images | Research | Alerts | Actions



For my test, | gave it 5 keywords. They aren’t super specific, but just to use against
any text | send to it. You can change this in the code (at end of presentation)

# Load the zero-shot classification model
classifier = pipeline('zero-shot-classification', model="'facebook/bart-large-mnli', device=device)
labels = ["login", "banking", "security", "phishing", "phone"]

# Define request body model
class TextData(BaseModel):
text: str

# Route to classify text
@router.post("/classify")
async def classify text(data: TextData):
classified_data = classifier(data.text, labels)
return {"labels": classified_data["labels"], "scores": classified_datal["scores"]}

'OCR text': 'VERIFICACION ss ',

‘login': 0.6300058364868164
‘phone’: 0.2010927051305771

e . 'banking’': 0.10679445415735245
Zero-shot-classification results pnishing': e.015628859400749207

'date_added': '2024-10-16T06:26:55.021364"'
'phash’: 'f5d320d88b7c8b2c’

'a_record': '146.112.61.108'

‘city': 'San Jose'

‘country': 'United States'

'url': 'papaya20688090.brizy.site’

DEEPHAY Current Tools/Techniques | Web Crawling | Creating Datasets | Distance & Similarity | Grouping | Testing & Detection | Beyond Images | Research | Alerts | Actions



009-288-49.weeblysite.com

Currently.com

OCR Classification:

JAALSEC

login: 0.8000938296318054
security: 0.12101650983095169
phone: 0.05189/7/00424671173
banking: 0.01633069291/108536
phishing: 0.010662009939551353

HTML Source Classification:

login:|0.814695298671 7224
security: 0.099331930279/7/3175
phone: 0.053744859993457 794
banking: 0.01/7227377742528915
phishing:|0.015000510029494 762

| | | Beyond Images | Research | Alerts | Actions



| want a better text scraping method. Thankfully, | found an LLM just for this.
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[0 README & Code of conduct &3 CC-BY-4.0 license 33 Security

OmniParser: Screen Parsing tool for Pure Vision Based
GUI Agent

OmniParser 0 Q@ like Follow 8% Microsoft

m License- % Image-Text-to-Text  # Transformers € Safetensors  blip-2  visual-question-answering @ Inference Endpoi

W [Project Page] [Blog Post] [Models] Model card Files and versions Community

OmniParser is a comprehensive method for parsing user interface screenshots into structured and easy-to-
understand elements, which significantly enhances the ability of GPT-4V to generate actions that can be
accurately grounded in the corresponding regions of the interface. ~ [Project Page| [Blog Post| [Demo]

Model Summary

OmniParser is a general screen parsing tool, which interprets/converts Ul screenshot to structured
format, to improve existing LLM based Ul agent. Training Datasets include: 1) an interactable icon
detection dataset, which was curated from popular web pages and automatically annotated to
highlight clickable and actionable regions, and 2) an icon description dataset, designed to associate

each Ul element with its corresponding function.

This model hub includes a finetuned version of YOLOVS8 and a finetuned BLIP-2 model on the above

dataset respectively. For more details of the models used and finetuning, please refer to the paper.
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OmniParser for Pure Vision Based General GUI Agent §

OmniParser is a screen parsing tool to convert general GUI screen to structured elements.

Upload image X Image Output

Parsed screen elements

Box Threshold 0.05 . s Text Box |D 0: AT&T
Text Box ID 1: Sign in

0.01 —— 1 Text Box ID 2: Complete the process by sign-in to AT&T Mail Any form
Text Box ID 3: of incorrect email/passcode will be marked as spam and
Text Box I1D 4: emall will be deleted

Text Box ID 5: Emall

Text Box |D 6: Password

IOU Threshold

0.01

o
<]
y G

Submit A
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OCR text OmniParse Notable Differences

B ct’'s compare plain OCR vs OmniParser Classification.

login (0.551) login (0.667)
attmailaccount22.weebly.com security (0.262) phone (0.226) Higher login and phone scores in OmniParse
phone (0.115) security (0.070)

\

login (0.706) login (0.574)
atdikg.taplink.ws security (0.206) security (0.236) |Lower login, higher security and phone in OmniParse
phone (0.058) phone (0.162)

login (0.641) login (0.638)
att-mail-109459.weeblysite.com EESSVA(ORK) phone (0.171) Similar login, higher phone and security in OmniParse
phone (0.062) security (0.163)
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Text similarity from the OCR text

UPLOAD GEO CURRENT GEO MALICIOUS CURRENT

HOME URLS ENTRIES DATASET DETECTIONS

DISCOVERY DOCUMENTATION

Text Similarity Detections

Text Similanty Threshold: 20 Modify Thresholkd

| BT BT * Indicates required field BT ID or Email address
| * Pass™rd*™

SIGN IN BT * Indicates required field BT ID or Email address * Password * SUBMIT...

Maikcious hem: DB: b

BT Group * Indicates required field BT ID or Email address * Passwo*d * SIGN IN...

O.‘.no:);t tem: DB BT Login B lndicates reqUired o . -

BT BT * Indicates required field BT ID or Email address * Pass™**rd *..

Maikcious hem: DB: TS
jo]

Makcious Rem: DB: boc3cd 1¢92606a492

o R e e e E— B e et 1 p—
2023 02023 032023 0023 05 2023 0023 0T 2023 08 2023 0023 102023 1120231 2202401 2024 OR024-032024- 0024 U204 OE024-0] r7ccna s

Maicious Rem: DB: 92066488016000064
[a]

Maikcious Rem: DB: aldS6ac006ad13ach
6]
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)]AALSEC

Malcious Item

Malcious tem
@

Malcious Item
®

&

Malcious Item
@

Malcious tem
@

Research

Campaigns over Time

: DB: 1565ce8a81342139

. DB boc3c31¢92606d92

] P [r—) pr— f— | —) | m— ge— p— g— — p— (| pr— f— — — f— ] gr— — sy g () e B
2022-Q022-WD22-1022- D23 Q023 0Q23-AB23-A023-AN23-Q023-TD23-AW23-A023- W23- 1023 D24 QU224 Q024 -TAR24-024-0N24-Q024-TD24-08

: DB: 1773238833cH8acc
P T

) e B e ' — —_

2023 @&'i! 023023023 GR23-(023 ".a"."j.l GRO23-10023- D023 12024-(024-GID24- G024 G024 -(R024 -GRD24 - (024 - (00240024 H‘_‘n

. DB: d4c738cd38¢734¢3
S T -y
202308 202300 20231

. DB: 92c6649801699064
—

SIGN IN

’ 1) T%
202407 202408 202409
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Alerting

200 é 4 Added R and text classificar X @ pnt Det - x 't Discover - Elastic x + =

o C @ O & 192168110 - ©@ £ 0 H & =

® Dashboard YNAR @ Feety Drome Dttt Draies D cisco ) Avdio Production @ Ma‘ware Trends Tra () research GArD - awesome- “ The ndependert m @ Smart Phone Opera » [ Other Bookmarks

- L A
® elastic o &
= ﬂ Nscover

phash_similarity_detections * = 194 hits

Filter by type 0O
Avallable fleids

Popular
146 .112.61.108

San Jose

security, login, banking, phishing, phone

security, login, banking, phishing, phone

0.5209759. 0. .24400577. 0. 11483683, 0.062003497, 0.0501 7

rencstasnsp use ofesa

rencstasnap ume olflesa

United States

16, 2024 0 0

bdcIctINecIIBBa0
R rencstasnap use ofless _
coOuMtry '
date_adde rxl rencstasnsp use obesa

detections/effective-waffle-hS7S5 . vercel . app. 109

effective-waffle-hS7S5. . vercel . app

Aty

data.labels. keyword

B BRJ28B81 3 2

)]AALSEC | Alerts | Actions




Taking Action

Oct 3, 2024 @ 00:13:42.819 - Oct 14, 2024 @ 00:00

support-team-comunidad.weebly.com

7 Expanded document , 2024 ¢ | fjgrhgrhge) . weebly . com
Table JSON , 4024 ® 0111 E atlascz-105067 .weeblysite.com

at767uyihb.square.site

Actions Value

signin-att-mail.weebly.com

109MUZIB60TviqUB69RF

btinternet-108617 .weeblysite.com

phash_similarity_detections

reagan-105881 .weeblysite.com

sky~105224 . weeblysite.com

autolmatiquelaposte.weebly.com

bt-103520.weeblysite.com
DL-102082 .weeblysite.com

wpnhc).weebly.com

city sSan Jose

country United States

date_added Oct 3, 2624 @ 80:34:88.416

phash 97e718e118e316e3

thumbnail_path detections/autoImatiquelaposte.weebly.com. jpg

url autolmatiquelaposte.weebly.com

)JAALSEC | Actions
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UPLOAD GEO CURRENT GEO MALICIOUS CURRENT

URLS ENTRIES DATASET DETECTIONS DISCOVERY DOCUMENTATION

Current Detections

Iimage PHASH URL A Record Location Extracted Text Classification HTML Source Simhash
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UPLOAD GEO CURRENT GEO MALICIOUS CURRENT

HOME URLS ENTRIES DATASET DETECTIONS

DISCOVERY DOCUMENTATION

Malicious Dataset

Image PHASH URL A Rarnrd | Aratinn Fvirartad Tavt Classified Data HTML Source Simhash
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UPLOAD GEO CURRENT GEO MALICIOUS CURRENT
URLS ENTRIES DATASET DETECTIONS

Upload ZIP File: | Choose File | No fle chosen Upload

HOME DISCOVERY DOCUMENTATION

Added Image PHASH URL A Record Location Extracted Text Classified Data HTML Source Simhash

20041107 0007 42 = ; MG SN OO 08¢ psersie risd 03 S 148 112 A% 108 s Jose L 1wt Siates r sty r.4 .“‘:.\_“».;....;,:'“':..:4,:.&"
N LR S TS A e T vt e . =

| . "
’
» e
.
4
ol
L A‘ .4 » ') 4% c YO -welMma 0585859 -1-‘?-".’,\ e '4 1155154 . e e y d S50 I . - ' e ¥ (.'.";'.J.!;‘.:‘-';"?.'z‘
. »
PAT a
g AA S Dve Nl
A"
Y
~ - "
A A
..‘ “ 2 NY ‘.' Y ‘-‘ - - ,...\. ‘:-‘. ...l T.‘.’ - ry A . n(, . “ » . l'll . - AN ) 2 B . ‘.\'-J'f' +B 2 ..*“';‘:5-"-:_:-:»;';‘,".".-.
<"
]
.. ‘b v
SRR e
----- l ’~ -
)
avy
.“! . ~'.' '£< [ — 1 OANAS e .'.'\..' e ',-Ill aY AL Yaa gy | ‘ent -.."'. S ‘."'Je' ‘B }0:‘:7::\‘}:L!lr:;.f:;:
v
athem
‘ S ]
i v | SN
] 1. 5% - b v A : v
" P




UPLOAD GEQO CURRENT GEO MALICIOUS CURRENT
URLS ENTRIES DATASET DETECTIONS

PHASH Detections

DISCOVERY DOCUMENTATION

PHASH Threshold: |8 Modify Threshold
Orange Circles are overlapping items
Malicious ltem: DB: e59832669b9ac699 Click to expand
= , :
."()2-‘1 03 A)?T‘. 04 m;,.,n'z 25 [’\_l;:'t 06 AI?L 07

1-50 URLs

Malcious Nlem: DB: 17732a98ccB8ccca2

- ry 1 ¥ " 1 ] " B | W ' ' | ] r a2
* 202306 202307 2023-08 202300 2023-10 202311 202312 2024.01 202402202403 2024.04 2024.05 2024.08 2024.07 2024.08 2024.00

Malcious ltem: DB: 15d4320488b7¢cBb2¢c

o : T T T T I T T T ] T T  m—
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. ! 1

Malclous ltem: DB: 17558888dd992633

. : T T T | T ———TT T
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https://gitlab.pyosec.com

Write drunk

f;:{;m n

Josh Pyorre | detecting-phishing-with-similarity-searching

D detecting-phishing-with-similarity-searching @

¥ main v detecting-phishing-with-similarity-searching History Find file Project information
—

»- Code cleanup

' 874cdd76
i* Josh Pyorre authored 5 minutes ago C ©- 137 Commits

¥ 1Branch

0 Tags

Name Last commit Last update ¢ v
CILLMs Code cleanup 5 minutes ago 5] README
£ client_scripts Caode cleanup 5 minutes ago A0 DevOps enebied
0 feed_analysis_utilities Caode cleanup 5 minutes ago Created on

September 21, 2024
) web_apps Code cleanup 9 minutes ago
9 webcrawler Code cleanup 5 minutes ago

© .gitignore Cleaning things up for release 40 minutes ago

© readme.md Code cleanup 5 minutes ago

[A) readme.md

This repository contains code created as part of work on
detecting phishing using visual similarity.

Note: this is a work in progress. | will continue working on streamlining
everything so it's easier to run.

revise sober

)JAAASEC!
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K you!

Find me:
pyoSecC.Com

bsky.app/profile/joshpyorre.bsky.social
infosec.exchange/@joshpyorre

Music (dark electronic): dievortex.com %




