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Content Warning

This talk will include mention of child sexual abuse (CSA), 
child sexual exploitation (CSE), child sexual abuse 
material (CSAM) and suicide. 
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32,059,029
number of reports the CyberTipline of the U.S. National Center 
for Missing and Exploited Children (NCMEC) received in 2022
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> 99.5 %
were classified as child sexual abuse material (CSAM)
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CSAE and CSAM
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• Child Sexual Abuse (CSA) [1,2] 

− engagement in sexual activities with a child 
that has not reached the legal age for sexual 
activities 
(exclusion: sexual activities between minors) 

− engagement in sexual activities with a child  

− through coercion, force or threats 

− through abuse of a position of trust, 
authority or influence over the child 

− through abuse of a particularly vulnerable 
situation of the child, notably mental or 
physical disability or a situation of 
dependence

Child Sexual Abuse and Exploitation (CSAE)
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aka Lanzarote Convention (2007a) 

[1]

[2]
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• Child Sexual Exploitation (CSE) [1,2] 

− CSA becomes CSE when a second party 
benefits monetarily through sexual activity 
involving a child 

− sexual solicitation or prostitution of a child 
or adolescent 

− situations where a child or other person is 
given or promised money or another form 
of renumeration, payment or consideration 
in return for the child engaging in sexual 
activity, even if payment/renumeration is 
not made

Child Sexual Abuse and Exploitation (CSAE)
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aka Lanzarote Convention (2007a) 

[1]

[2]
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• online abuse  

− no definition in international law [1] 

− UNICEF report defines it as  

− use of the internet, mobile phone or other 
form of information communication 
technology to bully, threaten, harass, 
groom, sexually abuse or sexually exploit a 
child [1]

Child Sexual Abuse and Exploitation (CSAE)
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form of information communication 
technology to bully, threaten, harass, 
groom, sexually abuse or sexually exploit a 
child [1]

Child Sexual Abuse and Exploitation (CSAE)

Carolyn Guthoff | DeepSec 2024 | Insights on Client-Side Scanning and Alternatives in the Fight Against CSAE

[1]



11

• online CSA 

− (cyber) grooming 

− deliberate preparation of a child for sexual abuse or exploitation, 
motivated by the desire to use the child for sexual gratification [1]

Child Sexual Abuse and Exploitation (CSAE) – Examples
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Child Sexual Abuse and Exploitation (CSAE) – Examples
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• online CSA 

− (cyber) grooming 

− deliberate preparation of a child for sexual abuse or exploitation, 
motivated by the desire to use the child for sexual gratification [1] 

− pressurized sexting 

− forced exchange of user generated sexual imagery or sexual texts via 
cell phone and other electronic devices [partially 1]

Child Sexual Abuse and Exploitation (CSAE) – Examples
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• online CSA 

− (cyber) grooming 

− deliberate preparation of a child for sexual abuse or exploitation, 
motivated by the desire to use the child for sexual gratification [1] 

− pressurized sexting 

− forced exchange of user generated sexual imagery or sexual texts via 
cell phone and other electronic devices [partially 1] 

• online CSE 

− sextortion (= sexual extortion of children) 

− blackmailing of a person with intimate images of that person to extort 
sexual favors, money, or other benefits from them under the threat of 
sharing the image beyond the previously given consent [1]

Child Sexual Abuse and Exploitation (CSAE) – Examples
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Child Sexual Abuse and Exploitation (CSAE)

Carolyn Guthoff | DeepSec 2024 | Insights on Client-Side Scanning and Alternatives in the Fight Against CSAE



16 Carolyn Guthoff | DeepSec 2024 | Insights on Client-Side Scanning and Alternatives in the Fight Against CSAE

intimate imagery
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• CSAM 

− any representation of a child depicting acts of 
sexual abuse and/or focusing on the genitalia of the 
child [1] 

− generation [1] 

− self-generated by the minor 

− perpetrator generated 

− created virtually 

− problematic through creation but also 
revictimization through (re-)sharing

Child Sexual Abuse Material (CSAM)
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> 99.5 %
were classified as child sexual abuse material (CSAM)
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Server-Side Scanning
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Server-Side Scanning
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End-To-End Encryption

Carolyn Guthoff | DeepSec 2024 | Insights on Client-Side Scanning and Alternatives in the Fight Against CSAE



22

End-To-End Encryption
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Client-Side Scanning
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One Idea: The Ghost Proposal
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Client-Side Scanning
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Proposals

legislative proposals
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What is Client-Side Scanning?
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qualitative 
research

quantitative 
research
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RQ1: mental models

RQ2: expectations

RQ3: implications

Methodology
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25 semi-structured interviews

Methodology – Key Factors

28 participants data analysis
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RESULTS
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Results – Overview

goal
mental 
model expectations implications

CSAM context decontextualized CSAM context
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Results – Goal

goal

CSAM context
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Results – Overview

goal
mental 
model expectations implications

CSAM context decontextualized CSAM context



36 Carolyn Guthoff | DeepSec 2024 | Insights on Client-Side Scanning and Alternatives in the Fight Against CSAE

Results – Mental Models

mental 
model

decontextualized
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Results – Mental Models

decontextualized

CSS System

CSS Algorithm
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Results – Mental Models

decontextualized

how

what

CSS Algorithm
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Results – CSS Algorithm – how

how = algorithm type

hash

ML

other

cryptographic

perceptual
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Results – CCS Algorithm – how

reference images

cryptographic hash ✅ ❌ ❌

comparison image
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Results – CCS Algorithm – how

reference images

cryptographic hash ✅ ❌ ❌

perceptual hash ✅ ❓✅ ❌

comparison image
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Perceptual Hashes

Jain, Cretu and de Montjoye - Adversarial Detection Avoidance Attacks: Evaluating  
the robustness of perceptual hashing-based client-side scanning (USENIX Security ’22)
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Results – CCS Algorithm – how

comparison image reference images

cryptographic hash ✅ ❌ ❌

perceptual hash ✅ ❓✅ ❌

ML ❓✅ ❓ ❓
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Results – CSS Algorithm – what

what = content type

image

audio

text

video

behavior

database

executable
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Results – Mental Models

decontextualized

how

what

where when

CSS Algorithm
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Results – CSS Algorithm – where

where = level

application

OS

device
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Results – CSS Algorithm – when

when

anytime

on action

sending

receiving

creating

viewing
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Results – Mental Models

decontextualized

how

what

where when

input output

CSS Algorithm
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Results – CSS Algorithm – input

input

content

comparison data
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Results – CSS Algorithm – output

output

match

no match

true positive

false negative

false positive

true negative
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Results – Mental Models

decontextualized

how

what

where when

input output

CSS Algorithm
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Results – Mental Models

decontextualized

inner workings

requirements

CSS Algorithm

CSS System
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Results – Mental Models

decontextualized

requirements

technical

process-related

policy-dependent

legal

context-d
ependent
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Results – Mental Models

decontextualized

inner workings

scanning data  
handling entity

requirements

CSS Algorithm

CSS System
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Results – Mental Models

decontextualized

context

content familiarity

content topic

unknown

known

content familiarity 
influences the 
algorithm type

context and content 
topic influence content 
type

scanning data  
handling entity
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Results – Mental Models

decontextualized

inner workings

scanning data  
handling entity user

requirements

CSS Algorithm

CSS System
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Results – Mental Models

decontextualized

user consent

mandatory

voluntary

opt-in

opt-out
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Results – Mental Models

decontextualized

user disclosure

usage of CSS is disclosed 
to user before usage

usage of CSS is not disclosed 
to user before usage



59 Bhardwaj and Guthoff et al. – Mental Models, Expectations and Implications of Client-Side Scanning: An Interview Study with Experts

Results – Mental Models

decontextualized

user target

targeted / selective

non-targeted / non-selective
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Results – Mental Models

decontextualized

user legal

warrant

no warrant
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Results – Mental Models

decontextualized

user notification

user is notified afterwards

user is not notified afterwards
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Results – Mental Models

decontextualized

user benefit

beneficial

adversarial
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Results – Mental Models

decontextualized

inner workings

scanning data  
handling entity

report 
handling entity

user

requirements

CSS Algorithm

CSS System
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Results – Mental Models

decontextualized

report 
handling entity

report

threshold
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Results – Mental Models

decontextualized

inner workings

scanning data  
handling entity

report 
handling entity

user

requirements

CSS Algorithm

CSS System
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Results – Overview

goal
mental 
model expectations implications

CSAM context decontextualized CSAM context



“In many ways, I think [CSS] is a 
bad solution that’s been 
created by a different problem.”
Participant X10
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Results – Overview

goal
mental 
model expectations implications

CSAM context decontextualized CSAM context
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Results – Overview

goal
mental 
model expectations implications

CSAM context decontextualized CSAM context
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Results – Expectations

adoption, 
reception

expectations
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Results – Expectations

adoption, 
reception

“[…] the lack of a 
good alternative then 
makes it attractive.”
Participant X07
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Results – Expectations

expectations

adoption, 
reception implementation
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Results – Expectations

expectations

adoption, 
reception implementation use or misuse
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Results – Expectations

use or misuse

“It’s not linked to a 
particular domain at 
all, which is 
dangerous.”
Participant X03
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Results – Expectations

expectations

adoption, 
reception implementation use or misuse challenges
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Results –                          – Challenges

CSAM or 
non-CSAM

integrity  
of system

overwhelmed 
legal system

expectations
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Results – Implications

implications

personal societal threats
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Results –                         – Stakeholders

children and 
teenagers

companies and 
service providers

implications
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DISCUSSION
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Results –                         – Stakeholders

threat to children an teenagers

implications
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Results –                         – Stakeholdersimplications

user as the adversary
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Results –                         – Stakeholdersimplications

Apple’s ‘Sensitive Content Warning’ Feature
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Results –                         – Stakeholdersimplications

CSAM is a complex societal problem not easily solvable by technology



“I think an underlying problem 
of some of the Client-Side 
Scanning is this believe that 
technology will solve our 
societal problems. It won’t. 
Participant X24
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• Current research: safety mechanisms for sexual risks in E2EE messengers 
with the goal of giving more agency to children, teenagers and adult users in 
navigating these sexual risks 

• If you belong to one of the following groups and are interested in 
participating in research, please get in touch with me:  

− child protection 

− law enforcement 

− electronic service providers 

What now? 
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• When building technology, built for users.  
• Technology will not solve societal problems … 
• … but with the right tools, we can help fight these 
problems.  
−Most forms of CSS are not the right tool to fight 

CSAM.

Takeaways
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What impact would the 
introduction of a CSS System 
have on your company? 
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Carolyn Guthoff

carolyn.guthoff@cispa.de


