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Content Warning

This talk will include mention of child sexual abuse (CSA),
child sexual exploitation (CSE), child sexual abuse
material (CSAM) and suicide.
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2,059,029

number of reports the CyberTipline of the U.S. National Center
for Missing and Exploited Children (NCMEC) received in 2022
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> 99.5 %

were classified as child sexual abuse material (CSAM)
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CSAE and CSAM
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- Child Sexual Abuse (CSA) [1,2]

- engagement in sexual activities with a child
that has not reached the legal age for sexual
activities
(exclusion: sexual activities between minors)

- engagement in sexual activities with a child
- through coercion, force or threats

- through abuse of a position of trust,
authority or influence over the child

- through abuse of a particularly vulnerable
situation of the child, notably mental or
physical disability or a situation of
dependence
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Child Sexual Abuse and Exploitation (CSAE)

Council of Europe Convention [-l ]

Protection of Children
against Sexual Exploitation
and Sexual Abuse

¥*

aka Lanzarote Convention (20073)

ACTION TO END CHILD SEXUAL (O] [2]
ABUSE AND EXPLOITATION:
A REVIEW OF THE EVIDENCE « 2020 unicef &

for every child
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Council of Europe Convention [-l ]

- Child Sexual Exploitation (CSE) [1,2]

- CSA becomes CSE when a second party aainet Sexual Exaloltation
benefits monetarily through sexual activity and Sexual Abuse

Involving a child

- sexual solicitation or prostitution of a child *
or adolescent

- situations where a child or other person is
given or promised money or another form
of renumeration, payment or consideration
in return for the child engaging in sexual

aka Lanzarote Convention (20073)

activity, even if payment/renumeration is DA (2]

for every child

A REVIEW OF THE EVIDENCE « 2020 unicef@?)
not made
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ACTION TO END CHILD SEXUAL Oi"g‘i?{,‘s"éec't.iﬁ,ren
R 1 ABUSE AND EXPLOITATION:
on l INne a b use A REVIEW OF THE EVIDENCE « 2020 unicef &

- no definition in international law [1]
- UNICEF report defines it as

- use of the internet, mobile phone or other
form of information communication
technology to bully, threaten, harass,
groom, sexually abuse or sexually exploit a

child [1]

1]
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ACTION TO END CHILD SEXUAL (.
. 1 ABUSE AND EXPLOITATION:
O n | I n e a b u Se A REVIEW OF THE EVIDENCE « 2020 unicef &

- no definition in international law [1]
- UNICEF report defines it as

- use of the internet, mobile phone or other
form of information communication
technology to bully, threaten, harass,
groom, sexually abuse or sexually exploit a
child [T]

1]
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Child Sexual Abuse and Exploitation (CSAE) - Examples
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- online CSA
- (cyber) grooming

- deliberate preparation of a child for sexual abuse or exploitation,
motivated by the desire to use the child for sexual gratification [1]

ACTION TO END CHILD SEXUAL
ABUSE AND EXPLOITATION:
AREVIEW OF THE EVIDENCE + 20

11 Carolyn Guthoff | DeepSec 2024 | Insights on Client-Side Scanning and Alternatives in the Fight Against CSAE




I
\‘/

- Child Sexual Abuse and Exploitation (CSAE) - Examples

I\

Siiddeutsche Zeitung 1

s | Bundestagswahl USA Klimawandel Politik Wirtschaft Meinung Panorama Sport Mu

ANZEIGE

> Kriminalitat > Prozess - Cyber-Grooming von Madchen: Der Fremde aus dem Internet

E E Prozess

Cyber-Grooming von Madchen: Der
Fremde aus dem Internet

Home News Sport Business Innovation Culture Arts Travel Earth Video Live

Three-year-olds groomed online, charity
warns

23 April 2024 Share «§  Save +

26. Januar 2023,17:56 Uhr Lesezeit: 2 Min.

Chris Vallance
Technology reporter
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- online CSA
- (cyber) grooming

- deliberate preparation of a child for sexual abuse or exploitation,
motivated by the desire to use the child for sexual gratification [1]

- pressurized sexting

- forced exchange of user generated sexual imagery or sexual texts via
cell phone and other electronic devices [partially 1]

ACTION TO END CHILD SEXUAL
ABUSE AND EXPLOITATION:
AREVIEW OF THE EVIDENCE + 2020
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Child Sexual Abuse and Exploitation (CSAE) - Examples
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- online CSA
- (cyber) grooming

- deliberate preparation of a child for sexual abuse or exploitation,
motivated by the desire to use the child for sexual gratification [1]

- pressurized sexting

- forced exchange of user generated sexual imagery or sexual texts via
cell phone and other electronic devices [partially 1]

- online CSE
- sextortion (= sexual extortion of children)

- blackmailing of a person with intimate images of that person to extort
sexual favors, money, or other benefits from them under the threat of
sharing the image beyond the previously given consent [1]

ACTION TO END CHILD SEXUAL
ABUSE AND EXPLOITATION:
AREVIEW OF THE EVIDENCE + 2020
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Ehe New Nork Times

Ehe New ork Eimes

How to Protect Your Children From
Online Sexual Predators

Bomurs 5 0 ‘Chelsea’ Asked for Nude Pictures. —
Then the Sextortion Began. "Dann wirst du tun, was immer
Parental Wam | ng . Young men are being tricked into sending naked pictures to ich VerlangE"

scammers pretending to be women — who then demand money.

Parents should carefully monitor their The consequences can be devastating.
children’s activity on these popular
social media apps and games.

\ ),
@B ED —

Whisper Skout Grindr Omegle Tinder

Q a @ Home News Sport Business Innovation Culture Arts Travel Earth Video Live

Chat Avenue Wishbone Live.ly Musical.ly

‘I thought my life was over’: Escaping
| B . the sextortion scammers

‘{ ™ 12 September 2024 Share <& Save +
Games: 5 MINECRRF Y .
Jayne McCubbin
BBC News

Tumblr Fonnite Minecraft Discord

SiiddeurscheZeirung

A police notice to parents on the dangers minors face online. New Jersey State Police

By Michael H. Keller
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INtimMmate imagery
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- CSAM

- any representation of a child depicting acts of

sexual abuse and/or focusing on the genitalia of the
child [1]

- generation [1]
- self-generated by the minor
- perpetrator generated
— created virtually

- problematic through creation but also
revictimization through (re-)sharing
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TERMINOLOGY GUIDELINES
FOR THE PROTECTION OF CHILDREN
FROM SEXUAL EXPLOITATION AND
SEXUAL ABUSE

r ERMINOLOGY .
* HAND SEMANTICS
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> 99.5 %

were classified as child sexual abuse material (CSAM)
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Guardian

o~ Y » o~ Google refuses to reinstate man's
(bl] ¢ A cw ﬂﬂl’k cunes account after he took medical images of
son’s groin

Technology

Experts say case highlights dangers of automated detection

A Dad Took Photos of His Naked ofcildsexualabuseimages
Johana Bhuiyan : : ore(sarg!

Toddler for the Doctor. Google = ==
Flagged Him as a Criminal. o ‘ R

Google has an automated tool to detect abusive images of

children. But the system can get it wrong, and the consequences P

are serious. R

b

O Tech companies like Google have access to a vast trove of data - but no context for it, says an
ACLU technologist. Photograph: Avishek Das/Sopa Images/Rex/Shutterstock
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Che New Aork imes

e —
€he New York Times

Meta Plans to Add Encryption to
Messenger, Stoking a Privacy Debate

The move is part of an effort to make the app more like
ma tSApp I n t r Od uces E nd' tO'E n d WhatsApp and iMessage. Law enforcement authorities say the
. privacy makes it harder to track criminals.
Encryption

By Mike Isaac
April 5, 2016

% Share full article = D

.‘ Security Research Overview Blog Bounty Research Device

Blog

" QO Meta 1 Hacker Way

February 21, 2024

iMessage with PQ3: The new
state of the art in quantum_ Messenger, podados Vst
secure messaging at scale G I sz

Michael H. Keller has written extensively about online safety and

Posted by Apple Security Engineering and Architecture (SEAR) messaging apps.

“This means that nobody, including Meta, can see what’s sent or said, unless you

Dec. 6, 2023

22 Carolyn Guthoff | DeepSec 2024 | Insights on Client-Side Scanning and Alternatives in the Fight Against CSAE



N\,

Client-Side Scanning
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Client-Side Scanning
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legislative proposals

527
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What Is Client-Side Scanning?
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28 participants 25 semi-structured interviews data analysis
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RESULTS
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CSAM context decontextualized CSAM context
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CSAM context
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CSS System
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CSS Algorithm
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decontextualized
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CSS Algorithm

how

what

decontextualized
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_ Results - CSS Algorithm - how

%/ 1W

_ cryptographic

perceptual

how = algorithm type ML

N other
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Image

video

_audio

what = content type &&=
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CSS Algorithm
how
what
where when

decontextualized
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application

where = level oS

device
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_anytime

' sendin
when \ 9

receiving

“on action&_

creating

viewing
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CSS Algorithm
how
iInput output
what
where when

decontextualized
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content

input

comparison data
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true positive
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false negative

output

false positive

™ o match <~

true negative
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CSS Algorithm
how
iInput output
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technical

process-related

( requirements )

policy-dependent

legal

decontextualized
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mandatory

user , = consent®

opt-in

“voluntar

opt-out

decontextualized
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usage of CSS is disclosed
/" to user before usage

user o

usage of CSS is not disclosed
to user before usage

decontextualized
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user = target™

non-targeted / non-selective

decontextualized
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" user is not notified afterwards
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“In many ways, | think [CSS] is a
bad solution that's been
created by a different problem.”

Participant XI0
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“l...] the lack of a
good alternative then

makes it attractive.”
Participant XO07

adoption,
reception
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“It’s not linked to a
particular domain at
all, which is
dangerous.”

Participant XO3
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O

use or misuse
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, Results - — Stakeholders

threat to children an teenagers
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Results - - Stakeholders

user as the adversary
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Apple’s ‘Sensitive Content Warning' Feature
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, Results - — Stakeholders

ot

CSAM is a complex societal problem not easily solvable by technology
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“l think an underlying problem
of some of the Client-Side
Scanning is this believe that
technology will solve our

societal problems. It won't.
Participant X24
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"~ What now?

I\

.- Current research: safety mechanisms for sexual risks in E2ZEE messengers

with the goal of giving more agency to children, teenagers and adult users in
navigating these sexual risks

- If you belong to one of the following groups and are interested in
participating in research, please get in touch with me:

- child protection
- law enforcement

- electronic service providers
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Takeaways

- When building technology, built for users.
- Technology will not solve societal problems ...

.... but with the right tools, we can help fight these
problems.

- Most forms of CSS are not the right tool to fight
CSAM.
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What impact would the
introduction of a CSS System
have on your company?

Carolyn Guthoff

carolyn.guthoff@cispa.de




