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Whoami - Miguel

@miguelhzbz.bsky.social

LinkedIn: /in/miguelhzbz

● +10 years in cybersecurity
● Speaker at cybersecurity 

conferences
○ HITB, HIP, HackLu, RootedCon, 

TheStandoff, Codemotion…

● Open-Source

○ grafscan

○ spyscrap

○ Offensive-ai-compilation
https://www.twitch.tv/onthenubs
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Whoami - Bruce

Twitter: @_brucedh

LinkedIn: /in/alessandro-brucato

● Background in Web/Mobile app 
security, Bug Bounties

● Now focused on Cloud threats

● Open-Source

○ Stratus Red Team

○ Falco
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Agenda

1 Initial Access

2 New Actors & Techniques

3 Mitigations

44
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News 

https://www.securityweek.com/cracking-the-cloud-the-persistent-threat-of-credential-based-attacks/

https://www.cybersecuritydive.com/news/cloud-attacks-weak-credentials/721573/

https://sysdig.com/blog/sysdig-2024-global-threat-report/

https://www.infostealers.com/article/exploring-fbot-python-based-malware-targeting-cloud-and-payment-services/
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Initial Access
AKIA
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Initial Access to Cloud accounts
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Stealing credentials

Leaked on Repositories

CloudKeys in the Air: Tracking Malicious Operations of 
Exposed IAM Keys

Holes in Your Bitbucket: Why Your CI/CD Pipeline Is 
Leaking Secrets

https://unit42.paloaltonetworks.com/malicious-operations-of-exposed-iam-keys-cryptojacking/
https://cloud.google.com/blog/topics/threat-intelligence/bitbucket-pipeline-leaking-secrets
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Initial Access to Cloud accounts

8

Stealing credentials

Leaked on Repositories

CloudKeys in the Air: Tracking Malicious Operations of 
Exposed IAM Keys

Holes in Your Bitbucket: Why Your CI/CD Pipeline Is 
Leaking Secrets

Leaked on Container Registries 

Secrets Revealed in Container Images: An 
Internet-wide Study on Occurrence and Impact

https://unit42.paloaltonetworks.com/malicious-operations-of-exposed-iam-keys-cryptojacking/
https://cloud.google.com/blog/topics/threat-intelligence/bitbucket-pipeline-leaking-secrets
https://arxiv.org/pdf/2307.03958
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Initial Access to Cloud accounts

9

Stealing credentials

Leaked on Repositories

CloudKeys in the Air: Tracking Malicious Operations of 
Exposed IAM Keys

Holes in Your Bitbucket: Why Your CI/CD Pipeline Is 
Leaking Secrets

EC2 Metadata Service (IMDS)

Stealing EC2 instance credentials through the Instance 
Metadata Service

Leaked on Container Registries 

Secrets Revealed in Container Images: An 
Internet-wide Study on Occurrence and Impact

https://unit42.paloaltonetworks.com/malicious-operations-of-exposed-iam-keys-cryptojacking/
https://cloud.google.com/blog/topics/threat-intelligence/bitbucket-pipeline-leaking-secrets
https://securitylabs.datadoghq.com/cloud-security-atlas/attacks/stealing-ec2-instance-role-credentials/
https://arxiv.org/pdf/2307.03958
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Initial Access to Cloud accounts

10

Stealing credentials

Leaked on Repositories

CloudKeys in the Air: Tracking Malicious Operations of 
Exposed IAM Keys

Holes in Your Bitbucket: Why Your CI/CD Pipeline Is 
Leaking Secrets

EC2 Metadata Service (IMDS)

Stealing EC2 instance credentials through the Instance 
Metadata Service

Leaked on Container Registries 

Secrets Revealed in Container Images: An 
Internet-wide Study on Occurrence and Impact

Environment variables

Analyzing the Hidden Danger of Environment Variables 
for Keeping Secrets

https://unit42.paloaltonetworks.com/malicious-operations-of-exposed-iam-keys-cryptojacking/
https://cloud.google.com/blog/topics/threat-intelligence/bitbucket-pipeline-leaking-secrets
https://securitylabs.datadoghq.com/cloud-security-atlas/attacks/stealing-ec2-instance-role-credentials/
https://arxiv.org/pdf/2307.03958
https://www.trendmicro.com/en_us/research/22/h/analyzing-hidden-danger-of-environment-variables-for-keeping-secrets.html
https://www.trendmicro.com/en_us/research/22/h/analyzing-hidden-danger-of-environment-variables-for-keeping-secrets.html
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EmeraldWhale
Global operation EMERALDWHALE, 
targeted exposed Git configurations 
resulting in more than 15,000 cloud 
service credentials stolen. 

This campaign used multiple private 
tools that abused multiple 
misconfigured web services. 

Credentials for over 10,000 private 
repositories were collected during 
the operation. The stolen data was 
stored in a S3 bucket of a previous 
victim. 

https://sysdig.com/blog/emeraldwhale/



New Actors
New Techniques
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Known malicious behavior 
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Reconnaissance Persistence Elevation privileges

Checkers
- Aws-quota-checker 
(https://github.com/brennerm/aws-quota-checker)
- awslimitchecker 
(https://github.com/schamaku/AWS-limit-checker)
- AWS IAM Privescheck 
(https://github.com/im-hanzou/awskey-iam-privesch
eck)
- AWS FUCKER
  - By XrartzXC / xproad / xamir / …
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Scarleteel
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<exploit.workload>

admin

1
Exploit workload vuln 
and misconfiguration

2
Deploy cryptominer 
as a distraction to 
steal AWS credentials

3
Steal proprietary data 
and lateral movement 
between AWS accounts

Container attacks can extend through the cloud far beyond initial entry point

https://sysdig.com/blog/scarleteel-2-0/
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Scarleteel

https://sysdig.com/blog/scarleteel-2-0/
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Miners, Miners everywhere
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    Not-common services running Crypto

- CodeCommit
- CodeBuild
- Amplify
- Sagemaker
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Ambersquid

17https://sysdig.com/blog/ambersquid/

This operation leverages AWS 
services not commonly used by 
attackers, such as AWS Amplify, 
AWS Fargate, and Amazon 
SageMaker. 

The uncommon nature of these 
services means that they are often 
overlooked from a security 
perspective, and the AMBERSQUID 
operation can cost victims more 
than $10,000/day.
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Ambersquid

18https://sysdig.com/blog/ambersquid/
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Ambersquid

19https://sysdig.com/blog/ambersquid/
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Ambersquid

20https://sysdig.com/blog/ambersquid/
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Ambersquid

21https://sysdig.com/blog/ambersquid/
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The Dark Economy of Stolen Cloud 
Accounts in Phishing Attacks

22

The Sysdig Threat Research Team (TRT) 
follows the trail of events that can occur 
after a security incident, highlighting the 
dark economy for stolen credentials and 
the need to monitor your cloud 
infrastructure. 

This phishing attack began with the 
exploitation of a Linux system running a 
vulnerable version of Laravel

References:
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-016a
https://unit42.paloaltonetworks.com/large-scale-cloud-extortion-operation/

https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-016a
https://unit42.paloaltonetworks.com/large-scale-cloud-extortion-operation/
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Black markets

23
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Black markets

24



Sysdig Inc. Proprietary Information

AWS SES Operation - Initial Access
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- JavaGhost team or related

- Infostealer scripts targeting SES found on GitHub

● Exploit Laveral application (likely CVE-2021-3129?) in k8s cluster

● Steal AWS credentials from the container breached. 

○ The keys were stored in environment variables and in 

.aws/credentials 

https://nvd.nist.gov/vuln/detail/CVE-2021-3129 

https://nvd.nist.gov/vuln/detail/CVE-2021-3129
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AWS SES Operation - Phishing Operation
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- October 2023 - breach of Île-de-France Mobilités

- Leak of 4,000 Navigo email addresses
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Checking Credentials
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SES AWS checker
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AWS SES Operation - Phishing Operation
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Contact Navigo <serviceclient@[REDACTED]>
Contact client <serviceclient@[REDACTED]>

Dossier <saviledefrance@[REDACTED]>
Dossier client <saviledefrance@[REDACTED]>
Dossier client <serviceclient@[REDACTED]>
Service  <servicemobilites@[REDACTED]>

info@[REDACTED]
no-reply@[REDACTED]
noreply@[REDACTED]
support@[REDACTED]

tez <cloud-rtu2bss@[REDACTED]>
tez <noreply@[REDACTED]>

 Sender email addresses:
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Phishing/SES campaigns
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https://www.youtube.com/watch?v=6cpnz2x_0q4
https://www.iledefrance-mobilites.fr/actualites/alerte-fraude-email-frauduleux-envoyes-aux-abonnes
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How to detect & respond - Our approach

30
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https://sysdig.com/blog/llmjacking-stolen-cloud-credentials-used-in-new-ai-attack/

https://sysdig.com/blog/growing-dangers-of-llmjacking/
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LLMJacking
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LLM checker
- https://github.com/cunnymessiah/keychecker
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LLMJacking
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LLM checker
- https://github.com/kingbased/keychecker
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LLMJacking

34
https://sysdig.com/blog/growing-dangers-of-llmjacking/
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LLMJacking

35
https://sysdig.com/blog/growing-dangers-of-llmjacking/



Sysdig Inc. Proprietary Information

LLMJacking
OAI Reverse Proxy

https://gitgud.io/khanon/oai-reverse-proxy 

With details of how many tokens have been 

used by each LLM
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Bypassing sanctions

37
https://sysdig.com/blog/growing-dangers-of-llmjacking/
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Imagen Analysis

38
https://sysdig.com/blog/growing-dangers-of-llmjacking/
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Role Play

39
https://sysdig.com/blog/growing-dangers-of-llmjacking/
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Role Play

40
https://krebsonsecurity.com/2024/10/a-single-cloud-compromise-can-feed-an-army-of-ai-sex-bots/
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LLMJacking
MITRE ATT&CK  - T1496.004

Stratus Red Team - Emulate 
attacks

https://stratus-red-team.cloud/attack-techniques/AWS/aws.impact.bedrock-invoke-model/
https://attack.mitre.org/techniques/T1496/004/
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LLMJacking
MITRE ATT&CK  - T1496.004

Stratus Red Team - Emulate 
attacksAWSCompromisedKeyQuarantineV2

https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCompromisedKeyQuarantineV2.html
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Mitigations
Closing remarks 

43
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Mitigations

44

CHECK Repositories

CHECK Container Registries 

DON'T USE Environment variables 

CHECK CSPM

NEW ACTORS → RESEARCH

FULL VISIBILITY

TTR -> TIME IS CRUCIAL
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Q & A

45
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