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Historical Satellite Attacks

Source: https://media.kaspersky.com/pdf/SatTurla_Solution_Paper.pdf



Russian hacker known as Samurai (from the Russian 
group SecDet) claims he broke into National Institute 
for Space Research cybernetic systems in Brazil. 
The attacker provided data and details for how the break occurred step-by-step.
• Hack was via SQL injection (Structured Query Language), exploitation of LFI (Local 

File Inclusion) and reflected XSS (cross-site scripting) vulnerabilities, in addition to 
obtaining a reverse Shell.

• The CBERS-2/B, GLS-LANDSAT and LANDSAT-1/7 satellites were accessed.
• The following satellites are listed in the access list CBERS-2, CBERS-2B, GLS-LANDSAT, 

LANDSAT-1, LANDSAT-2, LANDSAT-3, LANDSAT-5, LANDSAT-7.

Source: (Payao, 2023)

No Airgap between the Internet and Satellite Operations Networks



Anonymous Network Battalion 65 or ‘NB65’ claimed in 
2022 to have hacked Russian Space Agency Roscosmos. The 
target was the Space Agencies Vehicle Monitoring System.

Claims to have shutdown ground systems, accessed satellites and 
released a database of sensitive files and documentation 

The group claims to have deleted the agency’s WS02 software, an open-source 
application program interface (API) management tool, rotated credentials, and shut 
down the server.

Source: (Petkauskas, 2023), (Papadopoulos, 2023), Twitter: @YourAnonTV , @LatestAnonNews



Dozor-Teleport, a Russian satellite communications 
provider used by the country’s Ministry of Defense and 
security services, confirmed that hackers breached its 
systems in July 2023.

Claims to have Shutdown Ground Systems, Accessed Satellites and 
Released a Database of Sensitive Files and Documentation

• “Dozor-Teleport confirmed a cyberattack on the company’s systems. According to 
preliminary data, the infrastructure on the side of the cloud provider was compromised,” 
head of the company Alexander Anosov said.

• Last week, attackers claiming to be aligned with the Private Military Corporation (PMC) 
Wagner targeted the satellite communication provider’s infrastructure, damaging user 
terminals. 

Source: (Petkauskas, 2023), (Eswar, 2023) 

https://cybernews.com/cyber-war/dozor-russian-satellite-telecom-hacked/


Hackers claim to have penetrated Gonets, a Russian 
Low Earth Orbit (LEO) satellite communications 
network, deleting a database that is crucial to its 
functioning. July 2022

No Airgap between the Enterprise and Satellite Operations Networks

• Pro-Ukrainian hacker group, OneFist, allegedly breached Russia’s LEO communication 
satellite system Gonets (“Messenger”). The system provides global communications 
coverage to clients in Russia and is often employed by users living in remote locations not 
covered by ground-based networks. 

• A member of OneFist, known as Thraxman, claims it successfully penetrated Gonets’ 
customer relationship management (CRM) system, discovering a misconfiguration error that 
allowed him to access the satellite network as a legitimate user.

• “I found a misconfiguration in their setup, which allowed us to enter just like any other 
account. We were able to access the view but not escalate our privileges and download the 
whole database,” Thraxman explained.

Source: (Petkauskas, 2023)



Russia Attacked US Satellite Company Viasat 1 
Hour Before Invasion of Ukraine
• “It is also one of the first real-world examples of how cyberattacks can be targeted and 

timed to amplify military forces on the ground by disrupting and even destroying the 
technology used by enemy forces.”

• “The hacked ground-based network is run by Skylogic, an Italy-based subsidiary of Eutelsat, 
from which Viasat purchased the KA-SAT satellite in April of last year.”

Sources: (Howell,2022), (Boschetti, Gordon, Falco, 2022), (Bajak, 2022) 

How Viasat Satellite Modems were hacked
• IP address and Credentials Reconnaissance
• Use Internet to access IP address of the Earth Gateway Centers
• Exploit VPN Vulnerability 
• Select Specific Beam Spots
• Send Signal to Modems
• Access Modem Management Interface through Exploited VPN
• Upload Wiper Malware Identified as AcidRain



Russia Tobol EW Space System 
Targeting SpaceX Starlink in Ukraine

Source: (Defense Express, 2023)



Astronomy Sites

• August 2023
• 10 International Astronomy Sites in Hawaii and Chile

Shutdown Due to Cyber Attacks
• Equipment in Hawaii Shutdown in Time to Prevent 

Physical Damage
• Loss of Remote Access for Researchers Until Resolved

• October 2022
• Atacama Large Millimeter/submillimeter Array 

(ALMA) in Chile

Source: (Zhao, Gupta, 2023), (Kelvey, 2022)



How Do We Detect the Undetectable 
“Alien Persistent Threats”?



How Would Physicists Detect the 
“Alien Persistent Threat”?



Spacecraft Systems and Physics-based 
Sensors Data to Monitor
• Frequency Spectrum Analysis
• Authorized Frequencies
• Frequency Utilization
• Identify Unexpected Signals
• Laser Ranging
• Doppler Tracking
• Classify the Signals – TT&C etc.
• Identify source of interference utilizing 

geolocation tools
• Frequency signature detection for spoofing, 

jamming etc.
• Archive frequency data for ML/AI analysis
• Position, Navigation, & Timing
• Temperature, Pressure, & Power

• Onboard IoT sensors and sub-systems
• Gyroscope, Accelerometer, Actuators
• Magnetometers, Attitude Control, Star Seeker
• Vibration, Momentum Wheel
• Electromagnetic interference (EMI)
• Baseline of unencrypted and encrypted traffic to be 

expected
• Access, Authorization and Authentication activities
• Verify Payload Upgrades and Patches
• Monitor unencrypted and encrypted communications
• Internal Watchdog Timers and External Reset Capability
• Network Traffic Analysis – satellite to ground, payload 

communications, file transfer, traffic flows
• Utilize ML/AI to identify frequency anomalies for 

investigation
• Identify both intentional and unintentional interference
• Fallback Scripts – Safe Mode
• Active Threat Intelligence 



• Login Attempts
• Unauthorized Software Upload
• Unexpected Attitude Change
• Disable Security Mechanisms
• Deactivate Telemetry System
• Alter communication Path
• Initiate unauthorized maneuver
• Enable Unauthorized Payload
• Transmit Malicious Signal
• Unauthorized System Access
• Software Updates and patching

Satellites Commands That May Indicate 
Compromise to Monitor

• Critical Command Execution
• Configuration Changes
• Telemetry Data Anomalies
• Unauthorized access to Ground Stations
• Remote Restart or Shutdown
• Orbit changes
• Unexpected Communication 
• Power 
• Diagnostics
• Data Transfer
• Security

• TT&C
• Navigation
• Sensor
• Maintenance
• Timing
• Authorization Requests
• Collision Avoidance 
• Failed Command Execution
• Inject False Commands
• Change Security Keyes
• Emergency



Spacecraft Cybersecurity and 
Payload AI/ML Models 
Adversarial Machine Learning (AML)
- Craft Custom Waveforms to Defeat  Jamming and Spoofing Defenses
- Custom Exploits to Evade Detection by Cybersecurity Intrusion Protection 

System (IPS) ML Models
- Payload Data - Integrity, Confidentiality, Privacy, Availability  
- Implant an Exploit in Order to Target the Ground Station
Counter Adversarial Machine Learning (CAML)
- Leverage AML in ML Model Training
- Monitor for Unusual Data Patterns
- Secure the Model System Environment

Sources: (Sagduyu, Shi, Erpek, 2019), (Short, La Pay, Gandhi, 2019), (Haydock, 2023), 
(Tabassi, Burns, Hadjimichael, Molina-Markham, Sexton, 2019), (Mitre Atlas, 2021),
(Kusnezov, Barsoum, Begoli, Henninger, Sadovnik ,2023), (Pultarova, 2022)



Self-healing Dynamic Morphing 
Deception Spacecraft



Raytheon MORPHINATOR for Tactical 
Networks

Source: (Keller, 2012)



Satellite Recovery in Orbit – Safe Mode

Source: (Stork, 2017), (Kaczmarek, 2023),
(Langer, Orlandic, Bakken, Birkeland, Garrett, Johansen, Sorensen, 2023)

Watchdog Timers
- External Microcontroller
- Integrated Microcontroller
- Software manages the timer settings
- Reset capability

Fallback Scripts
- Golden OS Software Images
- Restore to Known Good Trusted OS

Failsafe scripts
- Unencrypted Communications
- Restore Communications



NASA Container Flight Software

Sources: (NASA, 2019), (Pulley, 2021)

DoD May Use SUSE RGS’s K3s Kubernetes For Satellite One



Image source: (NASA, 2021)
Reference: (Seffers, 2019)

Autonomous Container Orchestration 
on the Satellite Possible



Satellite Autonomous Moving 
Target Defense (SAMTD)

Sources: (Werner, 2019), (Pultarova, Via Satellite), (NSTC, 2011), (Gini, 2014), (Airbus, 2024), 
(Obering, Paran, Montgomery-Recht, Snipes, Courey, 2024)

• Create a Moving Target for Attacker
• Automated Container Orchestration
• Dynamic Morphing Configuration
• Honeypot Payload Containers
• Golden Trusted Containers
• Dynamic Communications
• Software Defined Radio (SDR)
• Spread Spectrum & Frequency Hopping
• Keep the Adversary Uncertain
• Create Perception of Randomness
• Large Language Models
• Game Theory 
• Collect Cyber and EW Intelligence
• Increase Time, Cost, Complexity, Skills, Intel
• Extensive Red Team Testing and Calibration



Space Cybersecurity Immunity
• Electronic Warfare Detection

• Reconfigurable Software Defined Radio

• Cybersecurity Detection

• Intrusion Protection System

• Counter Adversarial ML (CAML)

• Large Language Models

• Autonomous Container Orchestration

• Deception Containers

• Moving Target

• Intelligence Gathering

• Fallback Scripts \ Watchdog – Safe Mode

• Intelligent Cybersecurity Immune System



• SLINGSHOT Satellite launched in September 2022

• Intrusion Protection System (IPS)

• Continuously monitors and logs satellite telemetry

• Commands and flight software configuration are monitored

• AI/ML utilized to identify any commands that are unexpected

First Satellite with Cybersecurity Monitoring and 
Threat Hunting Capabilities 

Source: (Werner, 2022)



• Satellite was launched on 30 July 2021

• Software-defined satellite

• Can be reprogrammed in orbit

• Detect and dynamically defend itself from any accidental interference or intentional jamming

European Space Agency 
Satellite with EW Monitoring Capability

Source: (European Space Agency, 2021)
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