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GoAls of tHis taLk
4 Analyze the state of cybersecurity in the automotive industry

In-depth look at EV architectures and the emerging attack vector

Exploration of communication protocols used in EV charging

Introduction to V2GEvil

Create a reference point for EV security research and evaluation
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The State of aUtomotive CyBer Security
The automotive industry cannot be considered new

The connectivity and technological aspect of it though, is not so old

Entertainment and constant need for connectivity, are the reasons 
for technological advancements and integration

Usually, 100+ year old industries, trying to catch up with young 
start-ups6



The State of aUtomotive CyBer Security
7 Hybrid vehicles and EVs became more popular

Need for direct use of renewable energy sources

Direct gains on speed and efficiency

And more…

While early models used basic charging, last decade charging 
standards are applied and enforced in many ways



Introduction to EV
8 EVCC ECU 1..n BMS

CAN

HV-Bat

IMD

V V
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Introduction to EV
9
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Charging Basics I
11 Charging methods

Conductive, Wireless, Battery Swap, Bidirectional

Charging types

AC vs DC

Charging modes

4 modes



Charging Basics II
12 Many different available charging standards

We are interested only in standards used in CCS (Europe)
Connectors, Inlet, Plugs: IEC 62196, SAE J1772, GB/T 20234, CHAdeMO;

Onboard Charger, EVSE: IEC 61851, GB/T 18487, GB/T 27930;

Wireless Power Transfer (WPT) Systems: IEC 61980, SAE J2954;

Communication EV To EVSE: ISO 15118, DIN SPEC 70121, GB/T 27930, SAE 
J2847/2

Charging Combined System - CSS

Efforts towards a single unified system

Defines standards for communication, plugs, sockets and more



Charging Basics III
13



Charging Basics III - AC Type 2
14 PP

AC Phase 1

AC Phase 2

CP

AC Neutral

AC Phase 3

PE



Charging Basics III - CCS Type 2
15 PP
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DC+ DC-



Charging Basics IV
16 Charging 
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Charging communication I
17 Charging is NOT only simple power transfer

Digital data exchange

e.g. payment details, Required Voltage, Current, Time of charging

Low level vs High level communication



Charging communication II
18 High Level 

Communication
Low Level 

Communication
Plug-in

IEC 61851 ISO 15118

Basic signaling Digital comm.CCS connector

State B

Duty cycle 5%

CCS inlet



Charging communication III
19
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Low Level Communication I
21 Basic signaling

Physical signaling – Pilot function
Control pilot circuit (CP and PE pins), PWM

Voltage differentiate State of EV

Voltage State Description

+12V State A No coupler engagement, no EV is connected to EVSE

+9V (1kHz PWM) State B Coupler engagement detected (EV is connected to the EVSE), but EV not 
ready for charging. EVSE does not supply energy.

+6V (1kHz PWM) State C EV is connected and ready for charging. EVSE supplies energy.

+3V (1kHz PWM) State D EV is connected and ready for charging. EVSE supplies energy. 
Ventilation is required.

0V State E Short of CP to PE on the EVSE, no power supply.

-12V State F Charging station is not available.



Low Level Communication II
22 Based on duty cycle

Info about current
Force High level communication

IEC 61851 Duty Cycle Description

Duty cycle > 97% Charging is not allowed.

96% < duty cycle 97% Maximum current consumption for AC charging is 80 A.

85% < duty cycle 96% Available current = (dutycycle - 64) * 2A.

10% duty cycle 85% Available current = dutycycle * 0.6A.

8% duty cycle < 10% Maximum current consumption for AC charging is 6 A.

7% < duty cycle < 8% Charging is not allowed.

3% duty cycle 7% Force use of high-level communication protocol (ISO 15118 
or DIN 70121). If pilot function wire is used for digital 
communication, then the duty cycle 5 % shall be used.

Duty cycle < 3% Charging is not allowed.



Low Level Communication III
23
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High Level Communication I
25 Why do we need that?

Optimized Charging
Thermal Management
Precise Communication for Optimal Charging
Fault Detection and Safety Mechanisms

Interoperability
Enhanced User Experience
Future-Proofing the EV Ecosystem



High Level Communication II
26 Prerequisite: low-level comm. defined in IEC 61851

Charging modes 3 and 4

Communication between EVCC and SECC

Protocols for high level communication are defined in ISO 15118



ISO 15118 I
27 Vehicle-to-Grid Communication Interface = V2G

PLC - Control Pilot circuit (CP and PE)

Signal Level Attenuation Characterization (SLAC)

Digital communication
Provides enhancements:

Identification, payment, load levelling, energy transfer 
control, charging parameters



ISO 15118 vs IEC 61851
28 Application

Presentation

Session

Transport

Network

Data Link

Physical

ISO 15118-1

General 
information 
and use case 

definition

(merged with 
contents of
ISO 15118-6 
for second 

edition)

ISO 15118-2
Network and 

application protocol 
requirements 

and

ISO 15118-20
2nd generation 

network and 
application protocol

ISO 15118-3
Physical and data 

link layer 
requirements

ISO 15118-5
Physical and data 

link layer 
conform. tests

ISO 15118-8
Physical and data link 
layer requirements for 

wireless 
communication

ISO 15118-9
Physical and data 

link layer 
conformance test for 

wireless comm.

ISO 15118-4

Network and 
application protocol 

conformance
tests

Application layer messages (V2G Message),
SDP (SECC Discovery Protocol)

EXI - (Efficient XML Interchange)

V2GTP - (Vehicle-to-Grid Transfer Protocol)

UDP (User Datagram Protocol), TCP (transmission
Control Protocol), TLS (Transport Layer Security)

IP (Internet Protocol), SLAAC, DHCP

PWM Resistive Signaling

HomePlug GreenPHY

IP

UDP, TCP, TLS

V2GTP

EXI

Application layer messages (V2G message)
SDP (SECC Discovery Proto.)



ISO 15118 II
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Control Protocol), TLS (Transport Layer Security)

IP (Internet Protocol), SLAAC, DHCP



ISO 15118 III
30



V2G Comm. Flow
31

IEC 61851

State B

EV controller – Low level EVSE controller – Low levelEVCC SECC

State C

ISO 15118

State B

V2GTP 
messages

Duty cycle 5%

Establishment of IP-based conn. via PLC

SDP Req/Res

V2G EXI Messages

V2G EXI Messages

State A



V2GTP Message - PDU 
32 Header 

(8 bytes)
Payload

(0-4294967295 bytes)



V2GTP Message - header
33 Byte No.
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V2G PDU Payload Types
34 SDP request message – 0x9000

SDP response message – 0x9001

EXI encoded V2G Message – 0x8001 

Manufacturer specific use – 0xA000 - 0xFFFF 



V2G Comm. Flow - SDP
35

IEC 61851

State B

EV controller – Low level EVSE controller – Low levelEVCC SECC

ISO 15118

Duty cycle 5%

Establishment of IP-based conn. via PLC

SDP Request
Security, 

Transport Proto.



V2G Comm. Flow - SDP
37

IEC 61851

State B

EV controller – Low level EVSE controller – Low levelEVCC SECC

SDP Request

ISO 15118

Duty cycle 5%

Establishment of IP-based conn. via PLC

SDP Response

Security, 
Transport Proto.

IP address,
Port,

Security, 
Transport Proto.



V2G Comm. Flow - SDP
39

IEC 61851

State B

EV controller – Low level EVSE controller – Low levelEVCC SECC

SDP Request

ISO 15118

Duty cycle 5%

Establishment of IP-based conn. via PLC

V2G EXI messages

SDP Response

Security, 
Transport Proto.

IP address,
Port,

Security, 
Transport Proto.

TCP/TLS connection establishment



EXI encoded V2G Message
40 0x80010x01 0xfe 0x00000014 EXI encoded V2G message

Header Payload

V2G application layer protocol handshake 
messages

V2G application layer messages



EXI encoded V2G Message concept
41

Shared 
Knowledge
ISO 15118

Schema-Informed 
EXI GrammarsEXI 

Grammars

Content 
Coding

Structure 
Coding

Content 
Coding

Structure 
Coding

EXI 
Grammars

EXI
Data 

Structures

DOM

XML doc.

Data 
Structures

EVCC SECC



EXI encoded V2G Message Example
42 EXI data stream representation of the SessionSetupRes

80 98 02 0C 0C 4C 8C CD 0D 4D 8D D1 E0 00 39 19 49 04 C8 CD 14 D0 D5 08 DC E1 0C 80

Plain XML representation of a SessionSetupRes



V2G application layer protocol handshake
43 Application layer protocol negotiation between EVCC and SECC

AppProtocol, 
ProtocolNamespace,

VersionNumberMajor,
VersionNumberMinor,

SchemaID,
Priority

EVCC SECC

Response Code,
SchemaID

supportedAppProtocolReq

supportedAppProtocolRes



V2G application layer protocol handshake
44



V2G application layer messages
45 Messages for exchanging info during charging session

V2G Message
Header

Body



V2G application layer messages
46 Example message
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V2G Board Setup I
48 dLAN® Green PHY eval board with dLAN® Green PHY Module

PLC support, PLC-to-Ethernet bridging support, support of 
HPGP, local connection to PC via RJ45



V2G Board Setup II
49 QCA7000_GreenPHY_Firmware

Allow to configure module  as an emob-charger or emob-
vehicle
Implicit support of the SLAC – EVCC and SECC side



V2G Board Setup III
50



V2G Board Setup IV
51



V2G Testing Environment
52 SLAC implementation is provided by FW

emob-charger or emob-vehicle

Josev – Joint Operating System for EV chargers
Repository called iso15118

EVCC part to simulate the EV controller
SECC part to simulate the EVSE controller
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V2GEvil - Architecture
54 Tool is modular

cli
v2gtp
sniffer
messages
station
enumerator
fuzzer



V2GEvil - Functionality I
55 V2GTP Module:

Packet parsing - IPv6, UDP/TCP, V2GTP PDUs

V2GTP packet - SDP response/request, V2G EXI message

Decoding V2G EXI message - using V2Gdecoder

Creating V2GTP responses

Sniffer Module:
Live and static sniffing of V2G communication

Inspect specific packet from pcap file

Decoding and filtering capabilities



V2GEvil Sniffer



57



Sniffer module
58



Sniffer module
59



V2GEvil - Functionality II
60 Messages Module

V2G EXI messages - XML schema
Conversion between formats (XML, JSON, EXI)
Default dictionaries for AC/DC charging modes
Message dictionary generator

Station Module
Based on the V2GTP and Messages modules
Implementation of SECC

SDP (UDP) and TCP/TLS servers
Core for security modules



V2GEvil - Functionality III
61 Enumerator Module

TLS required or not

TLS version

TLS supported cipher suites

Application protocols

Any type of V2G EXI request can be added for enumeration



V2GEvil Enumerator



63



Enumerator module
64



V2GEvil - Functionality IV
65 Fuzzer Module

Testing resilience of EVCC implementation

Invalid values for parameters in V2G response message

Modes: all, custom, config, message

Can cause message processing failures

Focus on EXI/XML parsing issues



V2GEvil Fuzzer



67



Fuzzer module
68



Fuzzer module
69



Fuzzer module 
70



Fuzzer module
71



Fuzzer module
72



Fuzzer module 
73
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Further enhancements
75 Basic signaling and implementation of SLAC

Modules for bidirectional testing (both to and from EV)

Modules for testing the bidirectional power transfer
e.g. charging of other vehicles, vehicle as powersource, etc.

Fuzzing of PDU structure

And more…



Conclusion
76 Communication in Electric Vehicles hasn’t reached its assumed potential

With bigger needs in the future, more sensitive data will start to flow and 
subsequently parsed by EVs and EVSEs 

No opensource tools are available to cover this emerging attack surface

We want our tool to act as an easy way for people to get introduced and 
start researching both EVs and chargers in an efficient and modular way



Thank yoU FoR Your AttentionPavel Khunt Thomas Sermpinishttps://github.com/khuntpav/V2GEvil
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