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Phishing and Spamming

 Gone Phishing 
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Mimicking original sites

 Phishing example Paypal
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 Users can't Verify authenticity
 Implementation of CAs

 Unsuitable for every day users
 Certificates themselves badly managed

 High percentage of users will click
 Risk high, Impact high
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Attacks on Payment Systems

 Credit cards at Risks
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Selling CC and Identities

 Stolen Info:
 Identities
 CC Information
 Banking information

 Risk: medium
 Impact very high
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Bot Herding

 Modern Cowboys
(But malicious)
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Purpose of Bot Herding

 Gaining control over “Zombies”
 Used for DDoS
 Used for Spam
 Traded with others

 Risk very high
 Impact Medium



D
eepSec Vienna 2007

7 Layers of Insecurity

  

Botnet at Work
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Communication via IRC
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Industrial Espionage

 Cyberspies
“With a license to kill”
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Highly Specialized Attacks

 Very highly skilled
 Sometimes hired hackers

 Not very common
 New risks emerging from Asia
 High impact, low risk
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Chapter 12
Cybercrime
 Summary

 Phishing and Spamming Targets Naive 
Users

 Attacks on Payment Systems Cause 
Worldwide Losses

 Bot Herding Affects All: Private Systems 
and Corporate Systems Behind Firewalls

 Industrial Spies Are Rare but Dangerous
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Thank You

 Questions?
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 Gone Phishing 
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 Phishing example Paypal
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Click to add title

 Users can't Verify authenticity
 Implementation of CAs

 Unsuitable for every day users
 Certificates themselves badly managed

 High percentage of users will click
 Risk high, Impact high
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Attacks on Payment Systems

 Credit cards at Risks
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Selling CC and Identities

 Stolen Info:
 Identities
 CC Information
 Banking information

 Risk: medium
 Impact very high
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Example
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Bot Herding

 Modern Cowboys
(But malicious)
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Purpose of Bot Herding

 Gaining control over “Zombies”
 Used for DDoS
 Used for Spam
 Traded with others

 Risk very high
 Impact Medium
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Botnet at Work
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Communication via IRC
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Industrial Espionage

 Cyberspies
“With a license to kill”
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Highly Specialized Attacks

 Very highly skilled
 Sometimes hired hackers

 Not very common
 New risks emerging from Asia
 High impact, low risk
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