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Michael Kafka, René Pfeiffer, Sebastian Meier
C.a.T. Consulting and Trainings, Vienna, Austria

You may freely use, distribute and modify this work under following
agreement:

Diese Arbeit darf frei genutzt, verbreitet und bearbeitet werden unter
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Phishing and Spamming
Gone Phishing
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Mimicking original sites

= Phishing example Paypal

Pa’yPa’ " Sign Up | Log In | Help | Security Center

Welcome

Send Money | RequestMoney | Merchant Tools | Auction Tools

Hember Log-In Forgot your email adiress?

Join PayPal Today
Ensil eddress [ nillion secounts. Learn nore bout
09 nill i FagPal Horlduide

Password [ _Lealn [© sign Up Nowt ]

T Y T—
NOT your financial info

' PayPal Mobile

withoulSh aring

PayPal. Privacy is built in.

Learn more
Buyers eBay Sellers Merchants
Hhat's Hew
Send money with an Free eBay tools make Fecept credit cards
email address in 103 selling easier, online with PagPal, ¥isit the Online
countries and e e
regions. PauPal works hard to Get paid by phone. i Bronde focesbing
help protect sellers, fax, and nail uith Fig-Brands focepting Pay
PayPal is free for Virtual Terminal, 7
buders PauPal simplifiss Special Offers
shipping an See how PayPal can
Shop without sharing tracking. increase wour sales, 16_blays to Grow Your
Financial Efussines:
Infornation, Earn cash back with Learn nore about our
PauPal Preferred secure Merchant Eree Alerts to felp
100 protection Revards, Services, Frotect Tou Fron 1D
sgminst unauthorized L=t
pagnents sent from Compare our solutions
Yo account . side by side.

fout | pocounts | Fees | Erivacy | Stourity Oenter | Contact Us | Lodal Garesnarts | Devolopers | Jobs |
Tiobile | Tlus Card | Referrals | Shops | Fass Pou
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Users can't Verify authenticity
Implementation of CAs
Unsuitable for every day users
Certificates themselves badly managed
High percentage of users will click
Risk high, Impact high
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Attacks on Payment Systems

C.QT

Credit cards at Risks

DeepSec Vienna 2007
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Selling CC and Identities
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Stolen Info:
Identities
CC Information
Banking information
Risk: medium
Impact very high
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[ #ccpower

ey

0 Hespomer

o to us in p

Our server got longer down, in cause to one internal fails but right now fixeds, you can access to
#CCPower and if your nick has been unregistered, please register again because all databases was released and someones could be keep. Channel
#vHost is off for sometimes, in server upgrading.

fcommands

/Pass 10$ Paypal Unverfiyed 5% juniper Bank Login 2K bance 40% Boa
ned Full 100 item 20$ NOW ( WAMU) LOGIN 21K = = >
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Purpose of Bot Herding

Gaining control over “Zombies”
Used for DDoS
Used for Spam
Traded with others

Risk very high

Impact Medium
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Botnet at Work

no time limitc
al outbput
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Communication via IRC

[356983][ +CmMnstu: -18] x|
EJFle view Favortes Todls =18 x|

| dEdd0o®

Commands

b
[ 213 | USA]5 05 0714 joined: it i =
[XP|USA]88899812 has joined 1% int [2K3 USR] 46541851
[2K|USA]19369843 has quit IRC (Connection

[XP|USA]34398766 has joined fEfznct

[2K|USA]85835728 has joined :

[2K|USA]58505503 has quit IRC (Connection reset

[2K[USA]97293378 has quit IRG (Connection reset

[XP|USA]71657948 has joined

[XP|USA162263862 has quit IRC (Connection reset

[2K|USA]93981567 has quit IRG (Connection reset

[XP|USA]29125843 has quit IRC (Connection reset

[KP|USA]73625442 has joined i

[XP|USA193188859 has joined

[XP|USA]25502583 has quit IRC (Connection reset

[XP|USA]37774925 has quit IRC (Connection

[XP|USA]19712721 has quit IRC (Connection

[2K|USA]23808428 has quit IRG (Connection

[2K|USA]37194548 has quit IRC (Connection

[2K|USA]12691361 has quit IRC (Connection reset

[XP|USA167876432 has joined’s

[2K|USA]13888867 has quit IRG (Connection reset

[KP[USAT15106072 has quit IRC_ (Connection reset

[2K3|USA]46287846 has juined: @

[2K|USA]56377562 has

[2K|USA]76798176 has

[2K|USA]36697646 has ;

[2K|USA]35325721 has qui (Connection reset

[XP|USA]79853641 has (Connection reset

[2K|USA]31600906 has o

[2K|USA]31896371 has

[2K|USA]26348182 has

[¥P|USA]86331747 has e

[XP|USA]08391724 has quit IRG. (Connection reset

[2K|USA]93435818 has joi k

[2K|USA]83171118 has :

[2K|USAT07713611 has qui (Connection reset

[2K|USA]35481458 has qui topnection reset

[2K|USA]44354555 has joi

[2K|USA]21629524 has quit IRC (Connection reset by peer) [2K3|USA]17973773 3
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Highly Specialized Attacks

CaT,

Very highly skilled

Sometimes hired hackers
Not very common
New risks emerging from Asia
High impact, low risk
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Summary

Phishing and Spamming Targets Naive
Users

Attacks on Payment Systems Cause
Worldwide Losses

Bot Herding Affects All: Private Systems
and Corporate Systems Behind Firewalls

Industrial Spies Are Rare but Dangerous

Aj1unsasuj jo sidhe] 2
> 100Z eUUaIp 29gdas(

© November 2007 12 - Cybercrime



5
>
=
c
©
e
e

Questions?
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Copyright Information

= Some rights reserved / Einige Rechte vorbehalten

= Michael Kafka, René Pfeiffer, Sebastian Meier
C.a.T. Consulting and Trainings, Vienna, Austria

= You may freely use, distribute and modify this work under following
agreement:

= Diese Arbeit darf frei genutzt, verbreitet und bearbeitet werden unter
folgenden Bedingungen:

Authors must be referenced (also for modification)
Autoren miissen genannt werden (auch bei Bearbeitung)

Only for non commercial use
Nur fiir nichtkommerzielle Nutzung
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This presentation is published under the CreativeCommons License which can be viewed in detail on their
hompage: http://creativecommons.org/licenses/by-nc-sa/2.0/at/

Read more on http://www.creativecommons.com

You are free:

to Share — to copy, distribute and transmit the work
to Remix — to adapt the work

Under the following conditions:

Attribution. You must attribute the work in the manner specified by the author or
licensor (but not in any way that suggests that they endorse you or your use of the
work).

@ Noncommercial. You may not use this work for commercial purposes.

Share Alike. If you alter, transform, or build upon this work, you may distribute the
resulting work only under the same or similar license to this one.

® For any reuse or distribution, you must make clear to others the license terms of this
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@ Any of the above conditions can be waived if you get permission from the copyright
holder.

® Nothing in this license impairs or restricts the author's moral rights.
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DeepSec Conference

Mimicking original sites

= Phishing example Paypal
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Click to add title a@ K

= Users can't Verify authenticity
= Implementation of CAs
= Unsuitable for every day users
= Certificates themselves badly managed
= High percentage of users will click
= Risk high, Impact high
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CaT,

Attacks on Payment Systems gl ,]j K

= Credit cards at Risks
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Selling CC and Identities

= Stolen Info:

= ldentities

= CC Information

= Banking information
= Risk: medium
= Impact very high
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Bot Herding

- Modern Cowboys

(But malicious)

DeepSec Vienna 2007
7 Layers of Insecurity

o
=




Purpose of Bot Herding """_,]] K

= Gaining control over “Zombies”
= Used for DDoS
= Used for Spam
= Traded with others

= Risk very high

= Impact Medium
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Botnet at Work
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Communication via IRC
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Industrial Espionage

= Cyberspies

“With a license to kill”
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Highly Specialized Attacks ,]] K

= Very highly skilled
= Sometimes hired hackers
= Not very common
= New risks emerging from Asia
= High impact, low risk
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= Summary

= Phishing and Spamming Targets Naive
Users

= Attacks on Payment Systems Cause
Worldwide Losses

- Bot Herding Affects All: Private Systems
and Corporate Systems Behind Firewalls

= Industrial Spies Are Rare but Dangerous
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Thank You et 333

= Questions?
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